[Ipum. Noe

3ATBEPJIDKEHO

Haka3 Anminictpanii Jlep>kaBHoi
CITY’>KOU CIeHiaJIbHOTO 3B’S3KY
Ta 3axUCTy iHQopmarllii Ykpainu
23 ciyns 2024 poky Ne 38

MPODPECIMHUN CTAHIAPT

AVIATOP IHOOPMANIAHUX TEXHOJIOTTH (3 KIBEPBE3IIEKH)

(mata BHeceHHsI 10 PeecTpy kBamidikamiii)

[TpodeciitHuit crangapT po3poOJaEHO Ta 3aTBEPAKEHO 3T1IHO 3 BUMOTaMHU CTaTTi
4% Kojekcy 3aKOoHiB Ipo Mpario YKpainu Ha IIiICTaBi:

BUCHOBKY cy0’ekTa mepeBipku — HarioHnanpHOro areHtcTBa KBamiikairiit
Bin 20 rpyans 2023 poky nOpo JOTPUMAHHSA IIiJI Yac MIJTOTOBKH MPOEKTY
npodeciitHoro crangapTy «Ayautop iHOOPMAIIHHUX TEXHOJIOTIH (3 KibepOe3neKn)»
BuMor Ilopsiaky po3poOsieHHs, BBEACHHS B JAIl0 Ta Neperiasay npodeciiHux
CTaHJapTIB, 3aTBEp/UKEHOTO TMocTaHoBo0 Kabinery MiHicTpiB  YkpaiHu BiI
31.05.2017 p. Ne 373;

BHCHOBKY II[OJI0 TIOTO/KEHHS MPOEKTY MpodeciiHoro craHaapty «AyauTop
iHpopMamiitHuX TexHoorii (3 kibepoesneku)y» [IpodcCniyikoro MpaiiBHUKIB 3B’ SI3KY
VYkpainn (mmact Bim 16.11.2023 p. Ne 01.2-14/136, mocranoBa IlIpe3mmii
[Ipodcninku mpatiBHUKIB 3B’ 13Ky Ykpainu Big 16.11.2023 p. Ne I1-4-5r).
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I. HazBa npodeciitHoro cranagapry
Ayautop iH(popMaIiiHUX TEXHOJIOT1H (3 K10epOe3neKn)

I1. 3araabHi BizoMocTi npo npodeciiinuii crangapT

1. MeTa apislsibHOCTI 32 mpogeciero

[IpoBeneHHsI BHYTPIITHBOTO Ta 30BHIIIHBOTO ayJAUTy 00'€KTiB iH(MOpMaTH3aIii
JUIsl HaJaHHs OO'€KTMBHUX SKICHUX 1 KUIBKICHUX OLIHOK NP0 NOTOYHHUI CTaH
iH(dopMaliiiHo1 6e3eKku opratizaiii y BIANMOBIAHOCTI 3 BU3HAYEHUMH B HOPMATHUBHO-
NIPAaBOBif, HOPMATUBHO-TEXHIYHHM 0a31 KpUTEpisIMHU Ta TIOKAa3HUKAMH OE3MeKH.
dopMmyBaHHS PEKOMEH/ I[N, HA OCHOBI HAJIAHUX OI[IHOK, JIJIsl TIOCWJICHHS CUCTEMHU
MEHEDKMEHTY 1H(opMalriitHoi 0e3neku, MiATPUMKHU IUIaHIB CTIMKOCTI, BITHOBJICHHSI
mMTaTHOTO (YHKIIOHYBaHHS 1H(QPACTPYKTYpH OpraHizailii micis I1HIUACHTIB Ta
HEIITATHUX CUTYaIlIN.

2. Ha3Ba Buay (BHAiB) €KOHOMIYHOI AiILHOCTI, CeKii, po3aiiny, rpymnu,
KJIACy €KOHOMIYHOI isiibHOCTI Ta ix kox 3rizHo 3 HanioHaabHuUM
kiaacupikaropom Ykpainm JAK 009:2010 «Knacudikanis BUAIB €KOHOMIYHOI
AIITILHOCTI»

Cexnist J Indopmanisi ta | Po3ain Tenexomynikauii | Cpyma HistmeHicTh y cdepi
TEJeKOMYHIKaIlil 61 (emeKkTpo3B’A30K) 61.1 MTPOBOJIOBOTO €JIEKTPO3B’ SI3KY
Kuac HismbHicTs y chepi
61.10 | TpoBOJIOBOTO EIEKTPO3B'AZKY
I'pyna JismpHicTh y cdepi
61.2 0E3MPOBOIOBOTO
€JIEKTPO3B’SI3KY
Kaac HistmeHicTh y cdepi
61.20 0E3MPOBOIOBOTO
€JIEKTPO3B’SI3KY
'pyna HistmeHicTh y cdepi
61.3  |cyOyTHHUKOBOI'O €JIEKTPO3B’SI3KY
Kuac JisnbHicTs y cdepi
61.30 |cyITyTHHKOBOTO €JIEKTPO3B 3Ky
I'pyna [Hma pismeHICTH y cdepi
61.9 €JIEKTPO3B'SI3KY
Kuac [Hma pismeHICTH y cdepi
61.90 €JIEKTPO3B'SI3KY
Po3ain Kowmm’rotrepue I'pyna |Komm’rotepHe nporpaMyBaHHSs,
62 MporpaMmyBaHHS, 62.0 |KOHCYJNBTYBaHHS Ta OB’ s3aHa 3
KOHCYJIbTYBaHHS Ta HUMHU JUSJIbHICTD
nos’a3ana 3 HuMu | Kimac | Komn’rotepHe nporpamyBaHHs
JISUTBHICTD 62.01
Kuaac KoHcynbTyBaHHS 3 NUTAaHb
62.02 iHpopmMaTH3amii
Kaac JisnbHICTS 13 KepyBaHHS
62.03 |KoMIT' FOTEPHUM yCTAaTKyBaHHSIM
Kaac [Hma giseHICTD y cdepi
62.09 | iHpopMaIITHUX TEXHOIOTIH i
KOMIT FOTEpHUX CHCTEM




Po3aia Hamauasa I'pyna OOpoOIIeHHS TaHUX,
63 iH(hOopMaIitHIX 63.1 po3mimenHs iHpopmariii Ha
MOCIyT Be0-By3Jax i OB s13aHa 3 HUMH
TSsITBHICTD; BEO-TIOpTaIIH
Kuaac OO6po0IIeHHS TaHUX,
63.11 po3minieHHs iHdopmanii Ha
Be0-By3Jax i OB s13aHa 3 HUMH
JUSITBHICTE
Kuaac Beb6-nopranu
63.12
Cexuist [Ipodeciitna, Po3pin | Inma npodeciiina, |pyma | Iama nmpodeciitna, HaykoBa Ta
M HayKoBa Ta 74 HayKoBa Ta TexHiuHa | 74.9 TeXHIYHA JIISUIbHICTD, H.B.1.Y.
TeXHIYHA JiSUTBHICTD Kaac | [na npodeciiina, HaykoBa Ta
SUTBHICTD 74.90 TEXHIYHA JIiSUIbHICTD, H.B.1.Y.
Cexuist Ocsgira Po3ain Ocsgira I'pyna [H1Ti BUIM OCBITH
P 85 85.5
Knaac |Inmi BuaM ocBiTH, HE BBEAEHHI
85.59 B iHIII yTPYITyBaHHS

3. Ha3Ba (na3Bu) npodecii (mpodeciii) Ta koa (koam) miakjaacy (miaksacis)
(rpynu) mpodecii 3rinno 3 HamionansHum kiaacudikaTropom Ykpainum
JAK 003:2010 «Knacudixkarop npodeciii»

Ayautop iHpopMaliiHux TexHoori# (3 K10epoesnekn), 2139.2

4. Ilpodeciiina (npodeciiini) kBanidgikanisa (kBagidikauii), ii (ix) piBeHb
3rigno 3 HanionajibHOW0 pamMkoro kBajigikanii

Aynutop 1HQoOpMaIliiHUX TeXHOJOTi (3 kibepOesneku), 6 piBenb HPK
(Tpynosi ¢pyskuii A, b, B, I').

[TpoBinHuii ayautop iHGOpMaIIMHUX TEXHOJIOTIH (3 Ki0epOe3neku), 7 piBeHb
HPK (tpynosi ¢pynkuii A, b, B, I', I, E).

Ayautop cucTeM MEHEIKMEHTY iHpopmaiiitHoi Oe3neku, 6 piBenb HPK
(Tpynosi ynkuii A, b, I', €, XK).

[IpoBigHM1 ayIUTOp CUCTEM MEHEIKMEHTY 1HpOopMalliitHoi 6e3neku, 7 piBeHb
HPK. (tpynosi ¢pynkuii A, b, I, €, XK, 3, N).

KepiBHUK KOMaHAM 3 ayAUTy CUCTEM MEHEIHKMEHTY 1H(pOpMalliitHOi Oe3neKu,
7 pieenb HPK. (Tpynosi ¢pynkuii A, b, I', €, XK, 3, 1, 1).

5. Ha3pa (Ha3BH) [OKyMeHTa (JIOKYMEHTIiB), M0 MiATBEPIKY€E
(miaTBepaKyI0TH) mpodeciiiny kBaJiikaniio ocodu

* JOKyMeHT (ammuiom, cepTudikaT, TOIMIO), BUIAHUH  CYyO €KTOM,
YIOBHOBA)XEHUM 3aKOHOJABCTBOM Ha NPUCBOEHHS/MIATBEP/PKEHHS Ta BU3HAHHS
npodeciiinoi abo vactkoBoi mpodeciiinoi kBamidikamii Ta HagOaHHS JT0JATKOBHUX
HAaBUYOK, 3HAaHb Ta YMIHb, SIKI MIIATBEPUKYIOTh 3JaTHICTh 10 (PaXOBOrO0 BUKOHAHHS
3aBJaHb y BIANOBIJHOCTI 0 MPOQECIHHOTO CTaHAApTy «Ayautop iH(popMaliiiHuX
TEXHOJIOT1H (3 K1I0epOe3neKn )»;

* JOKyYMEHT (murioMm, cepTtudikar, TOIIO), BUJIAHUK  CyO’€KTOM,
YIOBHOB)XEHUM 3aKOHOJABCTBOM Ha MPUCBOEHHS/MIATBEPIKEHHS Ta BU3HAHHSA
npodeciiiHoi abo yacTkoBoi mnpodeciitHol kBamidikanii (1oa0 npodeciitHuX
KBaTi(piKailii, 3100yTHX y 1HIIUX KpaiHax).
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II1. 3n00yTTs1 Mpodeciiinoi kBaiikanii Ta npodeciiitHNi PpO3BUTOK

1. 3mo0yrTss mnpodeciiinoi kBagdigikanii (HasBa mnpodeciiiHoi Ta/ado
yacTKOBOI podeciiinoi kBadidikauii; cyd’€KTH, yIIOBHOBAXKEHi 3aKOHOIABCTBOM
HA MPUCBOECHHA/MIATBEPAKEHHS TAa BUSHAHHA NPo(eciiHuX KBaaipikanii)

Hassa npodeciiinoi
Ta/200 4aCTKOBOI

Cy0’ekTH, YNOBHOBaXKEHI
NPUCBOEHHA/MIATBEPIKECHHS

3AaKOHOAAaBCTBOM Ha

Ta BU3HAHHA

npodgecinHoi npogeciiHux Kpajaipikauin
KkBaJidikamii Kpauipikaniini Cy0’€eKkTH OCBITHBOIL
LEeHTPH AiSITILHOCTI

Aynurtop [TinroToBKa Ha mepIIOMY He nepedbaueno
1HopMaIiitHUX (6axamaBpCbKOMY) piBH1 BHIIIO] npogheciinum
TEXHOJIOT1i (3 | OCBITH 3a CHEIIaTbHOCTSIMH, CMAaHoapmom
Ki0epOe3rekn), Bkazanumu y IL.*, 6e3 BUMoOT 110
AynuTtop CHUCTEM | CTaXy poOOTH.
MEHEKMEHTY
iHdopmarriiinoi 6e3nexu
[IpoBiaHuii aynutop | [linroToBka Ha npyromy He nepedbayeHo
1H(popMaLiitHuX (MaricTepchKOMY) piBHI BUIIOT npogheciinum
TEXHOJIOT1H (3 | ocBITH 3a CHEIIAILHOCTSIMH, cmanoapmom
K10epOe3reKn), Bkazanumu y IL.*,” crax pobotu
[IpoBiaHuii ayIUTOp | 32 OJHIEIO 3 TIpodeciii
CUCTEM MEHEKMEHTY | BIATIOBITHOTO CIIPSIMYBaHHS
1H(popMaIiitHoi IIOBUHEH CKJIAJIaTU HE MEHIIIE
Oe3IexH, JIBOX POKIB (QaHAJIITUK 3 O€3MEeKH
KepiBuuk komanau 3 | iHGOpMaIiiHO-
ayauTy CUCTEM | TEJICKOMYHIKAI[IHHUX CHUCTEM,
MEHEKMEHTY daxiBells 3 MUTaHb OE3MEKU
1H(popmartiitHoi Oe3neku | (iHpopMmaliiHO-KOMYHIKallliHI

TEXHOJIOoT1i), (haxiBenb chepu

3axXHCTy 1HpOpPMaIli TOIIO)

I.*
® IUIUIOM Ha 1nepuioMy (0OakalaBpChKOMY) PIBHI BHIINOi OCBITH, IO

HiATBEP/KYE (MATBEPIKYIOTH) OCBITHIO KBaTi(hiKalliro 0COOU 3a CHEIIaIbHICTIO:
- 111 «MatemaTtuka» ramysi 3Hanb 11 «Maremaruka Ta cTaTUCTUKa» (6 pIBEHb

HPK);

- 112 «Cratuctuka» ramxysi 3Hanb 11 «MaTtemaTuka Ta cTaTuCTUKa» (6 pIBEHb

HPK);

- 113 «IIpuknagna maTeMaTuka» rainysi 3Hadb 11 «MaTemaTuka Ta CTAaTHCTHKA

(6 piBenr HPK);

- 121 «lmxenepist mporpaMHOro 3a0e3nedeHHs» raixysi 3HaHb «lHopmarlliiini
texHouorii» (6 piseab HPK);




- 122 «Komm’rotepHi Hayku» Taily3i 3HaHb «lHbopmarliiiHi TeXHOIOr1i»
(6 piBenbr HPK);

- 123 «Komm’toTepHa iHKeHepis» rany3l 3HaHb «lH(opMmaliiiHi TEeXHOIOI1»
(6 piBerr HPK);

- 124 «CucteMHuii anaini3» raiaysi 3HaHb «[HpopMmartiitai TexHosorii» (6 piBeHb
HPK);

- 125 «KibGepbOe3neka» rany3i 3HaHb «IHbopmaliifHi TexHosorii» (6 piBeHb
HPK);

- 126 «Indopmariiiini cucTeMyd Ta TEXHOJOTII» rainy3i 3HaHb «lH(popmarliiini
TexHosorii» (6 piseab HPK);

- 171 «Enektponika» ramy3i 3HaHb 17 «EnektpoHika, aBTOMartu3ailisi Ta
eJIeKTpOHHI KoMyHikatlii» (6 pieas HPK);

- 172 «EnexTpoHHI KOMyHIKalii Ta pagloTexHIKa» ramxy3l 3HaHb 17
«EnexkTponika, aBTOMaTH3aIlis Ta eNeKTpOHHI KoMyHikamii» (6 pieasr HPK);

- 174  «ABromatm3aiiis,  KOMIT IOTEpPHO-IHTETPOBaHI  TEXHOJOTIi  Ta
poboTtorexHikay rany3i 3HaHb 17 «EnexTponika, aBromMaTu3aiis Ta eJIEKTPOHHI
KoMyHikamii» (6 pieab HPK);

- 175  «IludopmaniiiHO-BUMIPIOBAJIBHI ~ TEXHOJIOTI»  Tally3l 3HaHb 17
«EnexkTpoHika, aBToMaTu3allisl Ta eJIeKTPOHHI KomyHikalii» (6 pisens HPK);

- 251 «/lepkaBHa Oe3neka» ramys3i 3HaHb 25 «Boe€eHHI HaykH, HalllOHaJIbHA
Oe3neka, Oe3neka aepxaBHOro Kopaony» (6 pisens HPK);

- 252 «be3neka Aep:KaBHOIO KOPAOHY» ramy3l 3HaHb 25 «BoeHHI Haykw,
HallloHaJIbHA Oe3neka, Oe3neka 1ep>kaBHoro Kopony» (6 pisens HPK);

- 253 «BiiicbkoBe ynpaBiiHHA (32 BUAaMU 30pOMHUX CHII)» Taly3i 3HaHb 25
«BoeHH1 Hayku, HalloOHalbHa Oe3neka, Oe3leka Aep>KaBHOrO KOpIOHY» (6 piBeHb
HPK);

- 254 «3abes3neueHHs BIWCHK (Cui)» Tamy3l 3HaHb 25 «BoeHHI Hayku,
HalllOHaJIbHA Oe3neKa, 6e3mneka ep>kaBHoro Kopaony» (6 pisenb> HPK);

- 255 «O30poeHHs Ta BIMCHKOBAa TE€XHIKa» ramysl 3HaHb 25 «BoeHHI Haykw,
HallloHaJIbHA Oe3meka, Oe3reka jJaep:kaBHoOro KopaoHy» (6 pirenb HPK);

- 256 «HamionanpHa 0e3neka (3a okpeMumu chepaMu 3a0e3meueHHs 1 BUIaMH
TISJIBHOCT1)» raiy3i 3HaHb 25 «BoeHHI Haykw, HallloHallbHa Oes3neka, Oe3reka
nepsxkaBHOTO KOpaoHy» (6 piBens HPK)

- 257 «YnupasmiHas iHoOpMaIiiiHOO Oe3nekoro» raitys3l 3HaHb 25 «BoenHi
HAyKH, HaIllOHAJIbHA Oe3reka, 6e3mneka aepskaBHoro KopioHy» (6 pisenb HPK);

® JIMIIOM Ha APYyroMy (MaricTepchKOMY) PiBHI BUIIO1 OCBITH, IIIO MM ATBEPIKYE
(M ATBEPIKYIOTH) OCBITHIO KBaTi(hiKaIiro 0COOH 3a CIelialbHICTIO:

- 111 «Maremartukay ramy3si 3HaHb 11 «MaTemaTuka Ta cTaTucTHKay (7 pIBEHb
HPK);

- 112 «Cratuctuka» ranysi 3Hanb 11 «Maremaruka ta craTucTuka» ( piBEHb
7 HPK);

- 113 «lIpuknagna wmatemaTuka» ramy3l 3HaHb 11 «MaremaTtuka Ta
cratuctukay (7 pisear HPK);
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- 121 «Inxenepis mporpaMHOro 3a0e3neueHHs» rainy3li 3HaHb «lHpopMaliiiHi
texHouorii» (7 pisens HPK);

- 122 «Komm’rorepHi Haykuh» Taiy3i 3HaHb «lHpopMaliiiHi TEXHOIOr1i»
(7 piBen» HPK);

- 123 «Komm’roTepHa iHXkeHepis» Tainy3i 3HaHb «[HdopMalliifHl TEeXHOIOT1i»
(7 piBenbr HPK);

- 124 «CuctemHuii aHamniz» ramy3l 3HaHb «lHbopMaliiHI TEXHOJIOTII»
(7 piBear HPK);

- 125 «KibepOesneka» ramysi 3HaHb «lH(opMariitHi TexHomori» (7 piBEeHb
HPK);

- 126 «Iudopwmariiiini cucteMu Ta TEXHOJIOTI» Tainy3i 3HaHb «lHpopMaIiifHi
texHoorii» (7 piseab HPK);

- 171 «Enextponika» ramy3i 3HaHb 17 «EnextpoHnika, aBTOmMaTu3aiis Ta
enexkTpoHHi komyHikarii» (7 piseab HPK);

- 172 «EnextpoHHi KOMyHIKAIii Ta paaioTeXHIKa» ranay3i 3HaHb 17
«EnekTponika, aBTOMaTH3aIlis Ta eneKTpoHH1 KoMmyHikamii» (7 pieas HPK);

- 174  «ABrtomarm3aiisg, KOMII IOTEpPHO-IHTETPOBaHI  TEXHOJOrIi  Ta
poOoToTexHiKa» rany3l 3HaHb 17 «EnexTpoHika, aBromaTu3alis Ta €JIEKTPOHHI
komyHikaii» (7 piBeab HPK);

- 175  «IludopmaniiiHo-BUMIPIOBAJIBHI ~ TEXHOJOTIi» ramy3l 3HaHb 17
«EnekTpoHika, aBTOMaTu3allis Ta eJeKTpoHH1 KoMyHikauii» (7 piens HPK);

- 251 «/lepxaBHa Oe3neka» raiysi 3HaHb 25 «BoeHHI Hayku, HallOHaJIbHA
Oe3neka, Oe3neka aep;kaBHOro KopAaony» (7 piens HPK);

- 252 «besneka nep:kaBHOTO KOPIOHY» raiy3i 3HaHb 25 «BoeHHi Haykw,
HalllOHaJIbHA Oe3neka, 6e3neka aepxaBHoro kopnony» (7 pisenbs HPK);

- 253 «BiiicbkoBe ymnpaBiaiHHA (32 BUAAMU 30pOMHUX CHUII)» raiy3i 3HaHb 25
«BoenHl Hayku, HallloHajdbHA Oe3reka, Oe3rneka Aep:KaBHOTO KOPAOHY» (7 piBEHb
HPK);

- 254 «3a0e3nedeHHst BIACbK (cwin)» rany3i 3HaHb 25 «BoeHHi Haykw,
HallloHaJIbHA Oe3neka, Oe3mneka jaep:kaBHoro kKopaoHy (7 pisenb HPK);

- 255 «O30poeHHs Ta BIMChKOBa TEXHIKa» raiay3i 3HaHb 25 «Boe€HHI Haykw,
HallloHaJIbHA Oe3mneka, Oe3mneka jaep:kaBHoro kKopaoHy» (7 pieenb HPK);

- 256 «Hamionanbna Oe3neka (3a okpeMuMu cepamu 3a0e3MeUeHHS 1 BUIaMH
TUSUTBHOCT1)» Tamy3l 3HaHb 25 «BoenHi Hayku, HallioHalibHa Oe3mneka, Oe3meka
nepsxkaBHoro kopaoHy» (7 pienb HPK);

- 257 «YmupaBninus iHGopMalliiiHOIO Oe3nexoro» ramysi 3HaHb 25 «BoeHHi
HayKH, HaIlloHaIbHA Oe3IeKa, Oe3neka aepxaBHoro kopaony» (7 piseap HPK).



2. Ilpodeciiinuii po3BUTOK
1) 3 npucBOEHHAM HACTYIIHOI IpodeciiiHol kKBadidikaiii

Ha3zBa npodeciiinoi
Ta/2a00 YaCTKOBOI

Cy0’ekTH,  YNOBHOBaKEHi
NMPUCBOECHHSA/MIATBEP/IKEHHSA

3AaKOHOJAaBCTBOM

Ha

Ta BHU3HAHHA

npodgeciinHoi npodeciiHux Kpasdigikanii

KBaJdidikanii Kpaaipikaniiini Cy0’€KkTH 0CBITHBOL
HEHTPH TISJILHOCTI

[TpoBigauit  aygutop | [ligBumenHs kBamdikamii s He nepedbauero

1H(OopMaIHHIX OTpUMaHHA NMPodeciiHOol npoghecitinum

TEXHOJIOT1H (3 | kBamidikamii «IIpoBigHuit ayautop CMaHoapmom

K10epOe3IeKn) 1H(OpMaLIHHUX TEXHOJIOTIH (3

kibepOesmekn)». Ctaxx podoTH HE
MEHIIIE IBOX POKIB 3 TPOPeCciiHOI0
KB piKalieo «AyauTop
1H(pOpMaIITHUX TEXHOJIOTIH (3
K10epOe3neKn)»

[IpoBinHuii  aynaurop
CUCTEM MEHEIKMEHTY
iH(}opMariitHOT
Oe3rexku

[TinBumieHHs kBamidikamii aist
oTpuMaHHs MpodeciitHol
kBamidikamii «[IpoBigauit ayurop
CUCTEM MEHEIKMCHTY
iH(popmarliitHoi O0e3nekny». CTax
po0OTH HE MEHIIIE IBOX POKIB 3
npodeciifHO KBaTi(iKaIll€ro
«AyIUTOp CUCTEM MEHEHKMEHTY
iH(dopMaIiiHo1 6e3neKm»

He nepedbaueno
npocghecivinum
CMaHoapmom

KepiBHUK KOMaHIU 3
ayJIuTy CHCTEM
MEHEDKMCHTY
1H(popmariiHoi
Oe3Iexu

[TinBummeHHs kBamidikamii ais
OTpUMaHHS NMPOodeciiHOol
kBamidikamii «KepiBHUK KOMaHI!
3 ayJIUTy CUCTEM MEHEJKMEHTY
1H(popmarliitHoi Oe3nekn». CTax
poOOTH HE MEHILIE JBOX POKIB 3
npogdeciitHor KBaji(piKaliero
«IIpoBigHUI ayIUTOpP CUCTEM
MEHEKMEHTY 1H(POpMaLIHO1
Oe3neKm»

He nepedbaueno
npocghecivinum
cmanoapmom

2) 0e3 NpUCBOEHHA HACTYNHOI npodeciiiHol kKBaiikamii

[linBuienHs kBamiikamii Moke 3AIMCHIOBATHCS UUISIXOM He(opMaibHOI
(TpeHiHTH, ceMiHapH, CEeMIHApU-TIPAKTUKYMH, BeOiHAp, MailicTep-KiIacu TOIIO) Ta
iH(OpPMaBHOT OCBITH TSl BAOCKOHAJEHHS (TiATpUMaHHS ) Tpodeciitnoi kBamidikartii,
B TOMY YHUCIII IIJISXOM HaOyTTs] HOBUX/IOAATKOBUX HABUYOK/KOMIIETEHTHOCTEH.
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[TixTBepIKeHHS HAsIBHOI Ta MIABUINCHHS TpodeciiiHoi kBamdikalii Moxxe OyTH
rnepeadayeHo  BIAMOBIIHMMH  BIJIOMUYMMH HOPMATHBHO-IIPABOBHMMH aKTaMH Ta
BHYTPIIIHIMH TOKYMEHTaMU MIIIPUEMCTB, YCTAHOB Ta OpraHi3aLii.

IV. AGpeBiaTypu, ckopo4eHHsI

IT [Hdopmariitai TexHomnorii

PL Procedural Language

SQL Structured Query Language

JAM3 JeminiTapu3oBaHa 30Ha (Mepexi)
113 IIporpamue 3a0e3neueHHs

NIST SP National Institute of Standards and Technology Special Publication
CIS CSC Center for Internet Security Critical Security Controls

IDS Intrusion Detection System
IPS Intrusion Prevention System
ISO International Organization for Standardization

COMSEC | Communications security




V. Omnuc tpynoBux GpyHKuii

PesyabTaT HaBYaHHA

Tpynosi pyHnxuii KomnerentHocTi . .. BinnosinaabHicTs
3HAHHA YMiHHSI/HABUYKH Komynikanis X .
i aBTOHOMIsI

A. ®opmyBaHH:A Al. 3natricts anyBaty, |Al.31. Konnenmii i A1.Y1. Buznauatu Al.K1. Al.B1.
(miaroroska), 3MIIHCHIOBATH Ta MIPOTOKOJIU HEOOX1THUI PIBEHB CrpykTypyBatu 3abe3neuyBaTi
BIIPOBAKEHHS Ta JIOKYMEHTYBaTH KOMIT IOTEPHUX MEPEXK, a |CKIAIAHOCTI TeCTy Uit  |iHpOpMaIliro Ta e(eKTHUBHICTD
BUKOHAHHS IPOLEAYD POBEJCHHS TaKO>K METO/I0JIOT i KOHKPETHOI CUCTeMH.  |(pOpMyBaTH CBOT BUKOHAHHS IPOLENYp
BHYTPIIIHBOTO ayTUTY  |BHYTPIIIHBOTO ayIHUTYy 3abe3neueHHs mepexkeBoi |A1.Y2. [IpoBoautu BUCHOBKHU B ayauTy
1H(pOopMaLIHHUX cUCTEM 1|1HPOPMALIHHUX CUCTEM 1 |OE3MEeKH. ayuTH a0o orisan MUCHMOBIH popMi 1H(pOopMaLIHHNIX

TEXHOJIOT1H Ha OCHOBI
BU3HAYCHHS U
MIPOTHO3YBAHHSI PU3UKIB
3 METOIO 3a0e3MeUeHHS
6e3neku iHpopmarii
Ta/ab0 KibepbOe3neku
1H(pOopMaLIHHUX
pecypciB, BUKOHAHHS
CTpaTeTiuyHuX TUIaHIB
(hyHKITIOHYBaHHS i
PO3BUTKY
1H(popMaIiiHOT
1H(pacTpyKTypHu
oprasizarii.

TEXHOJIOT1H, BU3HAYATU
JUTSL ITHOTO €PEKTHBHI
METO/IM Ta MPOIIEAYPH.

A1.32. 3akoHu,
HOpPMAaTHBHI aKTH,
MIOJIITUKU 1 €TUYHI HOPMH,
Ta SIK BOHM OB’ s13aHi 3
Ki0epbe3neKoro 1
MIPUBATHICTIO.

A1.33. [Tpunnunu
KibepOe3nexu 1
MIPUBATHOCTI.

A1.34. Knacudikarrist
Kibep3arpos ta
Bpa3JIMBOCTEM.

A1.35. MexanizmMu
KOHTPOJIIO TOCTYIIY JI0
XOCTIB/MEpex
(HampwKIaa, CIIUCKH
KOHTPOJIIO IOCTYITY,
CITUCKH TIOBHOBA)KCHB ).

TEXHIYHUX CHCTEM.
A1.¥3. Po3pobnsitu
3BITHI JIOKyMEHTH 32
pe3yJibTaTaMu ayJauTy
1H(hOopMaLIHHUX
CHUCTEM.

A1.Y4. Po3poOnsitu
TUTaH TECTYBAHHS
CUCTEMH Oe3IeKH
(HampuKIaa, OKPEMOTO
KOMITOHEHTa, IIPOLECY
IHTerparlii, CAICTEMH,
pouecy NpuriMaHHs
CUCTEMH).

YITKO Ta 3p03yMLJIO 32
JIOTIOMOT 010
KOMaHJIHOT POOOTH.
A1.K2. EpextrBHO
CHIBIPALIIOBATH B
KOMaH i Ta
KOOPJIMHYBaTH
BUKOHAHHS 3aBJIaHb.

CHCTEM 1 TEXHOJIOTIH.
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Tpynosi pynxuii

KoMmnerenTHocTi

Pe3yJ1bTaTl/l HaBYaHHSA

3HaHHA

YMiHHS/HABUYKH Komymnikaunis

BignoBigananHicTh
i aBTOHOMINI

A1.36. ApxiTekTypHi
KOHIIEIIT Ta 3arajibHi
npudimny IT.

A1.37. CyuacHi ramysesi
METOJIH OLIIHKH,
BIIPOBAKEHHS Ta
PO3MOBCIOIKEHHS
IHCTPYMEHTIB Ta
MIPOIIETypH OLIIHKH
6e3nexu 1T, MmoHiTOpHUHTY,
BUSIBJICHHS Ta YCYHCHHS
HECIIPAaBHOCTEH, 1110
BUKOPHUCTOBYIOTh
KOHIIEMIIiT Ta MOXKIIUBOCTI1
Ha OCHOBI CTaHJapTIB.
A1.38. Knacuoikaris
3arpo3 1 Bpa3auBOCTEH
0e3MeKH CUCTEM 1
MIPHUKJIATHOTO
MIPOrPaMHOTO
3a0e3nedeHHs
(manpuxnam,
nepernoBHeHHs Oydepa,
MOOIIBHHI KO,
MIXKCANTOBI cLieHapii,
poLeaypHa MOBa/MOBa
CTPYKTYpOBaHUX 3aITHUTIB
[PL/SQL] Ta in’exiii,
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Tpynosi pynxuii

KoMmnerenTHocTi

Pe3yJ1bTaTl/l HaBYaHHSA

3HaHHA

YMinH/HABHYKH

Komymnikaunis

BignoBigananHicTh
i aBTOHOMINI

neperonu (ppoHTiB,
MPUXOBaHUI KaHa,
TIOBTOp, aTaKu Ha
TTOBEPHEHHS, K1 TUBUN
KOJ).

A1.39. [nctpymenTn
TIarHOCTHKHU CUCTEM 1
METOJIMK BU3HAUYEHHS
HECIIPAaBHOCTEN.

A1.310. Metonu
TECTYBAaHHS Ta OLIIHKU
CHCTEM.

A1.311. EnektponHi
MpUCTPOi (HATPUKIIA],
00UHCITIOBATIBHI
CHUCTEMH/KOMIIOHEHTH,
3ac00U KOHTPOJIIO
JOCTYIy, U(POBI KaMepH
1 CKaHepH, eIEeKTPOHHI
OJIOKHOTH, )KOPCTKI JIUCKH,
KapTH TaM’sTi, MOJIEMH,
KOMITIOHEHTH Mepexi,
MepexeBe MPUKIIATHE
MporpaMHe 3a0e3MeYeHHS,
3aco0u KOHTPOJTIO,
MPUHTEPH, 3MIHHI
pucTpoi 30epiranHs,
TenedoHH, KOIipH,
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Tpynosi pynxuii

KoMmnerenTHocTi

Pe3yJ1bTaTl/l HaBYaHHSA

3HaHHA

YMiHHS/HABUYKH Komymnikaunis

BignoBigananHicTh
i aBTOHOMINI

(hakcuUMIIBHI anapaTh
TOIIIO).

A1.312. ITonitukwu,
MpOLEAYPH 1 HOPMATHUBHI
aKTH 3 iHpopMariitHoT
Oe3neku Ta Kibep3axucry.
A1.313. Metonu
TECTYBAaHHS Ta OLIIHKU
3aXUIICHOCTI CHCTEM.
A1.314. [Tpunuunu
3a0e3neueHHs
KOH(DiIeHIIIHHOCTI,
LLTICHOCTI Ta
JOCTYMIHOCTI.

A1.315. 3aranbai Buau
3apaKeHHS

KOMII I0TepiB/Mepex
(BipycH, 3aKIaJIK1 THITY
«TPOSTHCHKUH KiHb» Ta
1H.), a TAKOK METO/IIB
3apakeHHs (4epe3 MopTH,
MIPUKpITUIeH] (aitnu
TOIIIO).

A1.316. dynnameHTaNbHI
OCHOBU KOMII'FOTEpHUX
Mepex (TOOTO, OCHOBHUX
KOMITOHCHTIB
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Tpynosi pynxuii

KoMmnerenTHocTi

Pe3yJ1bTaTl/l HaBYaHHSA

3HaHHA

YMinH/HABHYKH

Komymnikaunis

BignoBigananHicTh
i aBTOHOMINI

KOMIT FOTEPHOT MEpexKi,
THUIIIB MEPEXK TOIIIO).

A1.317. be3neka mepexi

(Hanpuknam,
mmdpyBaHHs, MEPEKEBI

eKpaHH, aBTeHTUdIKaIlis,

CepBEpU-MIACTKH, 3aXUCT
epuMeTpa).

A1.318. 3akoHO#ABCTBO
Ta MPaBOBI aCIEKTU B
cdepi kibep3axucry.

A2. 31aTHICTh BU3HAYATH,

aHaJi3yBaTH Ta
OLIIHIOBATH PU3UKH,
NOB'sI3aHi 3
1H(popMaLIHHUMU
cHUCTEMaMH Ta
TEXHOJIOT1SIMH,
3MIIACHIOBATH
POTHO3YBaHHS
MOTEHIIIHHUX 3arpo3 Ta
BUSIBIISITU BPA3JIUBOCTI.

A2.31. [Ipouecu
yIPaBIiHHS PU3HKAMU
(HanmpukiIaa, METOAN
OIIIHKY Ta 3HIKEHHS
PH3UKIB).

A2.32. Ipunnunu
KibepOe3neku i
MIPUBATHOCTI,
3aCTOCOBYBaHI IIiJ] 4ac
yIPaBIiHHS PU3HKAMH,
OB’ SI3aHUX 13
BUKOPHUCTAHHSIM,

00po0OKoI0, 30epiraHHsM 1

nepeaadero iHbopmarrii
a00 JaHuX.

A2.Y1. IlpoBoautu
CKaHyBaHHS
BPa3IMBOCTEH 1
po3mi3HaBaHHs
BpA3JIMBOCTEN B
cucTeMax Oe3meKu.
A2.Y2. Po3nizHaBatu
Ta KIacuQikyBaTu pi3Hi
THUTIH BPA3JIMBOCTEH 1
MOB'AI3aHUX 3 HUMU
aTak.

A2.Y3.
BuxopucroByBaru
IHCTPYMEHTH
MEpPEKEBOT0 aHATI3y
JUTS BU3HAYCHHS
BpAa3JIMBOCTEN

A2.K1. EpextrBHO
CIIBIIpAIIOBATH B
KOMaH/Ii Ta
KOOPJIMHYBaTH
BUKOHAHHS 3aBJIaHb 3
aHaI3y Ta OLIHKHU
PH3HKIB.

A2.Bl1. SIkicHO
OIIIHIOBAaTH PU3UKH 3
METOI0

MOTIEPEPKEHHS 3arpo3

s iHpopMamiitHux
CUCTEM Ta
TEXHOJIOT1H.




14

Tpynosi pynxuii

KoMmnerenTHocTi

Pe3yJ1bTaTl/l HaBYaHHSA

3HaHHA

YMiHHS/HABUYKH Komymnikaunis

BignoBigananHicTh
i aBTOHOMINI

A2.33. Hogi i BUHHKa04i
IT Ta Texnomorii
KibepOe3neKu.

A2.34. [acTpymMeHTH
KOpesLii moiii Oe3neku.
A2.35. [Tigxoan
oprasizauii 10 NIPpUHHATTS
pU3HKiB Ta/abo
YIpaBIIiHHS PU3UKAMU.
A2.36. ITotouHi i
BUHUKAIOY1
3arpo3u/BEKTOPH 3arpo3.
A2.37. Tlopsiiok OIiHKK
PH3HKIB/3arpo3.

A2.38. [TomiTuky, BUMOTU
1 mpoLeypH yIpaBIiHHS
pusukamu IT.

A2.39. TIpouenypu
OLIIHKU PU3HKIB.

A2.310. IMopsnok
OIIIHIOBAHHS CHCTEM
Kibep3axucry i
BPA3JIMBOCTEM, a TAKOXK 1X
MOKJIMBOCTEM.

(manpuknan, fuzzing,
nmap, TOIIIO).

A3. 3n1aTHICTh
po3polIIATH Ta
BITPOBAJ)KYBAaTH
CTpaTeriuHi IJIaHu IS

A3.31. [Ipuniunu 1
METOAH 3a0€e31eUeHH
6esneku IT (Hanpuknaz,

A3.V¥1. 3miicuioBatu  |A3.K1. IIpuitmatu
BITPOBAKEHHS, y4acTh y po3po0iIeHH1
HIATPUMKY 1 Ta BIIPOBA/KEHHI
BJIOCKOHAJICHHS CTpaTeTivyHUX TUIaHIB

A3.B1. CrBoproBatu
CTpaTeriuHi IJIaHU
JUISI 3a0e3neYeHHS
HaJIAHOCTI,
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Tpynosi pynxuii

KoMmnerenTHocTi

Pe3yJ1bTaTl/l HaBYaHHSA

3HaHHA

YMinH/HABHYKH

Komymnikaunis

BignoBigananHicTh
i aBTOHOMINI

(byHKI[IOHYBaHHS Ta
PO3BUTKY 1HQOpMAIiitHOT
iHppacTpyKTYypH
oprasxizarii.

MepeskeBi ekpanu, M3,
mugpyBaHHs).

A3.32. [Topsiaox
yIPaBIiHHS MEPEKEBUM
JOCTYIIOM,
i1eHTudiKalieo, Ta
JOCTYIIOM (HaNpHKIIaJ,
iH(ppacTpyKTypa
BIJIKpUTHUX KITIOUIB,
aBTeHTHU(IKaLlis 00’ €KTIB,
BIJIKPHTI 11€HTU(IKATOPH,
MOBa PO3MITKH ISt
KOHTPOJIIO 3aXUIIEHOCTI,
MOBa PO3MITKH 151
HaJIaHHS MOCIYT).

A3.33. 3acobu, MmeTOmIB 1
CIOCO01B MPOEKTYBaHHS
cucTeM Oe3INeKH.

A3.34. Ipunnunu
yIPaBIiHHS )KUTTEBUM
IIUKJIOM CHCTEMH,
BKJTIOYAIOUN 3a0€3MeYeHHs
Oe3nexu Ta
eKCIUTyaTalinHoi
npunatHocti [13.

A3.35. ®opmanbHi MoJeTi
Oe3mneku: Tpiaua
kibepoesnexu CIA

BU3HAHUX MPAKTUK
OE3IeKn MEepexKi.
A3.Y2. [IpoBoautu
KOH(]IrypyBaHHs 1
BUKOPUCTAHHS
KOMIIOHEHTIB CUCTEMU
MepekeBOi Oe3neKn
(HampuKJaa, MepexeBi
eKpaHu, BIpTyasbHi
NPUBATHI MEPEXi,
CHCTEMH BHSBIICHHS
BTOPTHEHBD).

oprasizarfii po3BUTKY
iHdopmariiHoi
iH(DpacTpyKTYypH
oprasizariii.

A3.K2.
KomyHnikyBat 3
KepiBHUKaMH
oprasizanii pi3HuX
PIBHIB B MUTaHHSIX
CTpPaTEri4HOrO
TUIAaHYBaHHS
(YyHKIIOHYBaHHS Ta
PO3BHUTKY
1HpopManiiHoi
1HppacTpyKTYpH
oprasizariii.

e(heKTUBHOCTI Ta
CTiiKOCTI
iH(opmariiHoi
1HpPaCTPyKTYpH
oprasxizariii,
BpPaxoBYIOYH MOTPeOH,
i Ta Oi3Hec-
BHUMOTH.
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Tpynosi pynxuii

KoMmnerenTHocTi

Pe3yJ1bTaTl/l HaBYaHHSA

3HaHHA

YMinH/HABHYKH

Komymnikaunis

BignoBigananHicTh
i aBTOHOMINI

(KOoH(IIEHITIHHICTD,
LITICHICTD, TOCTYIHICTD),
rekcana [lapkepa, Mmozaenb
bena-Jlallagynu
(MaHIaTHOTO JOCTYIY),
Mojieinb biou
(3abe3nedveHHs MiTICHOCTI
JaHuXx), Mozenb Knapka-
Bincona.

A3.36. Indpactpykrypa,
mo miarpumye IT ans
3a0e3neueHHs 3aXUCTy,
MPOAYKTUBHOCTI Ta
HaJIHHOCTI.

b. Konrpous Ta
OI[IHIOBaHHS
e(heKTUBHOCTI
MMOTOYHOT'O CTaHY
(yHKITIOHYBaHHS
iH(pOpMAaIIIHHOT CHCTEMH,
MIPOBEICHHS HE3aTIC)KHUX
orsiiB (abo/un
IUTAHOBHUX) JUISI
OI[IHIOBaHHS
€(hEeKTUBHOCTI CTATNX
iHpOpMaiifHIX
MIPOLIECIB 3 METOIO
MiITBEPHKEHHS 10BIpH

B1. 3naTHicTh BU3HAYATH
METOJTU Ta MPOLETYPH JIIs
3M1MCHEHHS 3aX0/11B
KOHTPOJTIO Ta OIIHKU
e()eKTUBHOCTI
(GYHKITIOHYBaHHS
iH(OpMALIIHHUX CHCTEM,
HE3aJIeKHUX OTJISIIIB Ta
IUTAHOBUX ayAMTIB.

B1.31. Metononoris
OIIIHKH 3arajlbHUX
MIPUHLIMIIB YIPABIIIHHS
pU3UKAMH.

b1.32. 3acobu koHTpOIIIO,
OB’ sI3aHi 3
BUKOPHUCTAHHSIM,
00po0OKo10, 30epiraHHsIM
Ta Tepeavyero JaHuXx.
b1.33. OcHoBHI MeTOIH,
MIPOLIEAYPH 1 CITOCOOHU
300py iHpopMmarii,
3BITHOCTI, 11 0OpOOKH 1
CIUTFHOTO BUKOPUCTAHHSI.

Bb1.V¥1. IIpoBoautu
OTJISITA CUCTEM

B1.¥2. OuintoBatu
HaJIMHICTh CUCTEMU Ta
MIPOEKTIB

B1.¥3. OuintoBaru
3ac00H KOHTPOJIIO
0e3IeKr Ha OCHOBI
MIPUHIINIIB 1 JOKTPUH
KibepOe3nexu
(HampuKIaa, CTaHAapTH
«CIS CSCy», NIST SP
800-53, Kepieni

B1.K1. EpextusHo
CHIBIPALIIOBATH B
KOMaH/Ii Ta
KOMYHIKYBaTH 3
ayJUTOpaMH ISt
BU3HAYCHHS
e(EeKTUBHUX METOIB
Ta MPOIEYP OIIHKU
(yHKIIIOHYBaHHS
1H(pOpMaLIHHUX
CUCTEM.

B1.Bl1.
3abe3neuyBaTu
e(eKTUBHICTh
3aCTOCYBaHHSI METO/IIB
Ta TPOLEAYP OIIIHKU
CTaHy
(yHKITIOHYBaHHS
CHCTEM.
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Pe3yJ1bTaTl/l HaBYaHHSA

Tpynosi pynxuii KomnerentHocTi ) .. BinnosinajabHicTh
3HaHHSA YMiHHS/HABUYKH Komymnikaunis . .
i aBTOHOMIst

110 1H(pOpMAIITHIX b1.34. IIpunnumny i 1107030002000

CHUCTEM 1 TEXHOJIOTH Ta METOJIU aHali3y KiOepOe3meKu ToIo).

3a0e3neyeHHs NPUWHATHX B TaTy3€BUX

BCTaHOBJICHOT CTpaTerii i cTa"mapTax abo B

MOJIITUK O€3MeKH oprasxizarii.

iH(popmarii Ta/abo B2. 3nartnicts B2.31. Ananituui B2.Y1. Bussisatu B2.K1. B2.B1. I'otyBaTn

Kibepoesmexu BUKOPUCTOBYBATHU KOHCTPYKIIIi Ta 1X Bpa3JIMBOCTI B KomynikyBaTu 31 3aKJIIOYHUAN  3BIT 3

opraHizartii. aHaAJITUYHI METOJIU Ta BUKOPHUCTAHHS [T OI[IHKHU |3aXUIIEHUX CUCTEMAaX |CTEHKXOIIepaMu OLIHKHA Oe3meKu,
IHCTPYMEHTH ISl OI[IHKU |OTEPaIiifHOTO (Hanpuknan, 1010 PO3POOKHU BKJIIOYAIOYH
e(EeKTUBHOCTI CEpeI0BUILA. CKaHyBaHHS cTpaTerii pe3ysbTaTu i
iHpopmamiiinux cucreMm, |B2.32. Te, sk BPa3JIMBOCTEH 1 MOJINIIECHHS BHCHOBKH OITIHKH.
BUSIBIICHHS CJIA0KUX MICIlb |BAKOPHUCTOBYBATH nepeBipka kibepOe3nexu
1 TOTEHLIWHUX 3arpo3 IHCTpYMEHTH aHalli3y BiJITIOBITHOCTI). oprasizarii.

Oe3srrerl, a TAKOX IS
pPO3pOOKH CTpaTerii
TTOJTITIIIIEHHS
iH(pOpMaIiifHO1 Oe3meKy.

MEpEeKi I BU3SHAUCHHS
Bpa3JIMBOCTEH.

A1.39. TnctpymenT
JIarHOCTUKHU CUCTEM 1
METOJIMK BH3HAYCHHS
HECTIPABHOCTEH.

B2.Y2. ITpoBoautu
aHaJi3 TeHCHIII.
Bb2.Y¥3. OuintoBatu
HasiBHI MOXKJIMBOCTI 3
ypaxyBaHHSIM OaKaHUX
pe3yJIbTATIB 3 METOIO
3a0e3neyeHHs
e(eKTUBHOCTI
MIPOBEJICHUX 3aXO/IIB.

B. TectyBanHs Ta
OIIIHIOBaHHS MPOYKTIiB
iH(opMaIiiHIX
TEXHOJIOT1H (KOMIUIEKCIiB
3aXHUCTY 1 KOHTPOJIIO,
OTICPAIITHUX CHUCTEM,

B1. 3qarHicTs BU3HAUYaTH
Ta 3aCTOCOBYBATH METO/IH,
IpoLeaypH Ta
IHCTPYMEHTH ISt
TECTYBaHHS 1 OIIHKH
HPOAYKTIB

B1.31. [Ipunuunu,
IHCTPYMEHTH Ta METOIUKHU
TECTyBaHHS Ha
MIPOHUKHEHHS.

B1.32. [nctpymenTn
aHaI3y MIKITHBUX

B1.VY1.
BukopucroByBaTtu
IHCTPYMEHTH Ta
METOJIMKH TE€CTYBAHHS
Ha IIPOHUKHCHHS.

B1.K1. IlpairoBatu B
KOMAaH/I Ta
CHIBIIPAIIOBATH 3
eKCIIepTaMu
(BHYTpIIIHIX 1
30BHIMIHIX

B1.B1. [InanyBaTtu Ta
OymyBaTd  cleHapii
TECTYBaHHs 1 OIIIHKH
MPOIYKTIB
1H(pOopMaLIHHUX
TEXHOJIOT1H.
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Tpynosi pynxuii

KoMmnerenTHocTi

Pe3yJ1bTaTl/l HaBYaHHSA

3HaHHA

YMinH/HABHYKH

Komymnikaunis

BignoBigananHicTh
i aBTOHOMINI

arapaTHoOro Ta
MIPOrPaMHOTO
3a0e3mneuenus, [T

iHpopMaIifHIX
TEXHOJIOT1H, BKIIFOYAOUU
00Y/I0BY TECTOBUX

nporpam (Hampukiam,
Oily Debug, Ida Pro).
B1.33. [nctpymentu

B1.Y2. Ouinrosatu
pecypcH, HeoOxiaHi
JUISL TECTYBaHHS 1

oprasizariif) 3a
moTpeou.

CepBICiB Ta JJ0JATKIB, CIICHapiiB. aHaJizy Mepex JIs OLIIHIOBAaHHS.
TOIIO) MOB’SI3aHUX 3 BUSIBJICHHSI BPA3JIMBOCTEH
peaitizauiero B I13, sixe 3a6e3neuye
BCTAHOBJIEHUX (DYHKIIIH KOMYHIKaLIIO.
Ta MOJITHK Oe3MeKH B2. 3naTHicTh B2.31. CnpomoskHOCTI B2.Y1. Po3zpobxka B2.K1. ®opmyBatu  |B2.Bl.
opraizauii aHaIi3yBaTH Ta MPUKIIAJHUX [IPOrpam i 3BITHUX JJOKYMEHTIB 32 |3alMTH Ha MpodiibHy |3abe3neuyBaTu
y KibepmpocTopi. OLIIHIOBATH MPOJIYKTU MOTEHIIHUX pe3ysibTaTaMu iHpopMalio. BUKOPHUCTAHHS
iHpOpMaIiifHIX Bpa3IuBOCTEN TECTYBaHHS 1 B2.K2. HaIIHHUX Ta
TEXHOJIOTiH 3 TOUKH 30py |MEpekeBOro o0jagHaHHS, |OLIHIOBAHHS. KomyHnikyBat 3 0e3MeyHnX MPOIYKTIB
iX BIAMOBIIHOCTI BKJIIOYAIOUU B2.Y2. YcyHeHHs IIEPCOHAJIOM Ta iHpOopMaiifHIX
BCTAHOBJICHUM (YHKI[ISIM |KOHIIGHTPATOPH, HETOJA/IOK 1 ayIuTOpamMu JJist TEXHOJIOT1H’ B
Ta MOJIiITUKaM Oe3IeKH, MapIIpyTU3aTOPH, JiarHOCTYBaHHS OLIIHKY TPOJTYKTiB oprasizarii.
BUSIBJISITU BPA3JIMBOCTI Ta |KOMYTaTOPH, MOCTH, aHoMaJii 1H(pOpMaLIHHUX
pu3uKHM iHPOpMaLiHHOT cepBepH, HOCii mepenavi i |(QyHKIIIOHYBaHHS TEXHOJIOT1H.
Oe3neku oprasizarii. CYIIyTHE anaparHe 1HppacTpyKTYypH
o0JIaTHaHHSI. cucTeMu KibepOesneku
B2.32. [Iponenypu OLiHKY |HAa OCHOBI 11 aHai3Yy.
aBTOMATU30BaHUX 3ac00iB
KOHTPOJIIO 3aXUILEHOCTI.
B2.33. Ilpunnumnu i
METOIH CTPYKTYPHOTO
aHami3zy.
I'. Po3po6ka miaHiB, I'l. 3naTHicTh I'1.31. Kareropii I'1.¥1. Po3po6mroBaru, [I'1.K1. I'1.B1. OnmnepatuBHO
BIPOBAJKEHHS Ta 3/11ACHIOBATH 3aX0/11 IHIUACHTIB, IPOLEYp 1  |TecTyBaTH 1 Po3zpobGitoBaTu Ta e(eKTUBHO
BUKOHAHHS TIPOIIEITYD I0/I0 pearyBaHHs Ha BITPOBA/KYBATH TUIAHM |BKA3iBKH 1 HACTAHOBH |pearyBaTh Ha
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Tpynosi pynxuii

Pe3yJ1bTaTl/l HaBYaHHSA

a00/4M BIANOBIIHUX A1
KOHTPOJIIO IS
3a0e3neYeHHs
yIpaBIiHHS
IHIIUIEHTAMH,
0e3mepepBHOCTI CTATHUX
ornepaniiHUX NPOIECiB,
MiATPUMKH TJIaHIB
CTIMKOCTI, BITHOBJICHHS
IITaTHOTO
(GYyHKI1OHYBaHHS
1HpPACTPYKTYpH
oprasizarii micus
IHIAIEHTIB Ta
HEIITAaTHUX CUTYaIiil
BUKJIMKAHUX
peaiizariero kibeparak
pi3HOroO Kjacy.

KommnerenTHoOCTI . ] . BignoBigananHicTh
3HaHHSA YMiHHS/HABUYKH Komymnikaunis . .
i aBTOHOMIst

KibepaTaku 1 HEIITaTHI TEPMiHIB pearyBaHHs Ha |pearyBaHHS Ha JUISL TIPAITiBHUKIB, Kibeparaku Ta
CUTYyallii, KOOpANHYBAaTU |IHIUJICHTH. HEIITaTHI CUTYyauii 1 3aly4yeHux 110 HEIITAaTHI CUTYyaIli.
nii 3 ycynenns Haciiakis  |I'1.32. Merogosorito BITHOBJICHHS pearyBaHHS Ha
IHIIUIEHTIB, pearyBaHHS Ha IHIIMJIEHTH |MEPEKeBOT kibeparak# i
3abe3neuyBaTu 1 00poOKH HaHuX 1HPPACTPYKTYPH. HEILUTaTHI CUTYallii Ta
0e3nepepBHICTh IHIIU/ICHTIB.. 3axO0/liB BiIHOBJICHHSA
onepauiinux npouecis ta |I'1.33. IlpuknanHi (bYHKI10HYBaHHS
BITHOBJIEHHS IITATHOTO  |POTPAMH, SIKi MOXKYTh 1HbpaCTPYKTYpH
(GyHKLIOHYBaHHS peecTpyBaTH IOMUWIKH, oprasizarii.
1HPACTPYKTYpH no3alTarTHi cutyarii, 3001
oprasizarii. B IIPUKJIAIHUX [TpOrpaMax

Ta BECTH JIOT- KypHaJ.

I'1.34. Te, mo saBise

co00r0 MepexeBa aTaka, i

SKHH ICHYE€ 3B’ SI30K MIXK

MEpEKEBUMHU aTaKaMHU i

3arpo3amu Ta

BPa3JIUBOCTSMHU.

I'1.35. Iommpeni BekTopu

aTaK Ha MEPEKEBOMY

piBHI.
I'2. 3naTHicTs po3pobsitu [2.31. Te, sk moBUHHA 2. vi. I'2.K1. I'2.B1.
r1aHu 6e3nepepBHOCTI ¢dbyukmionyBatu cucrema |HanamroByBartu i Koopaunysaru 3 3abe3neuyBaTi
013Hecy, IUTaHU CTIMKOCT1 |Oe3NeKH (BKJIIoYarouu i |BUKOpUCTOBYBaTH [I3  |BUIIMM KEpIBHULITBOM | BUCOKHM piBEHb

Ta IUIaHU BIJHOBJICHHS,
BIIPOBA/PKYBaTH iX Ta
KOOPAUHYBAaTU BUKOHAHHS
HEOOXI1THUX IiH ISt

MO>KJIMBOCTI
BIJIMOBOCTIHKOCTI Ta
HAJ1IHOCTI1), @ TAKOX K
BIUTUHYTH Ha Hel 3MiHU

3aXUCTY KOMI'IOTEPIB
(HampuKIaa, IporpaMHi
¢b1IbTpHU, aHTUBIpYCHA

oprasizamii ass
PO3pOOKH TIIaHIB
Oe3repepBHOCTI
013HeCy, IUIaHIB

TOTOBHOCTI
oprasizarmii 10 i B
yMOBax KPH3H,
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Pe3yJ1bTaTl/l HaBYaHHSA

KommnerenTHoOCTI . ] . BignoBigananHicTh
3HaHHSA YMiHHS/HABUYKH Komymnikaunis . .

i aBTOHOMIst
3a0e3meueHHs MBUIKOTO 1 |[yMOB, ornepariiil Ta nporpama i CTIHKOCTI Ta IJIaHIB  [KaTtacTpodu abo
e(eKTUBHOTO 1H(ppaCTPyKTYypH. anTuinuryHceke [13). |BinHOBIEHHS. kibepaTaku.
BiJIHOBJICHHS 1'2.32. [Iponeypwm i I'2.¥2. 3a6e3neuyBatu |['2.K2. AnantyBaTu
1HPPACTPYKTYPH. MIPOIIECH YTIPaBIIiHHS IHTErpallilo MPOLECiB | TEXHIYHY

IHITUIEHTAMH,
npoGeMaMu 1 IOJTISIMU.
I'2.33. [lopsinok
po3pobIeHHS
KOHTP3aXOMiB st
BUSIBJICHUX PU3UKIB
Oe3meKH.

I'2.34. Merononorito

BIIMOBOCTIHKOCTI CUCTEM.

I'2.35. [lopsinok
BITPOBA’KEHHSI CUCTEMHU
0e3nexn Mepexi

(Hampukaa, macucTeMa

IDS, BusiBneHHs

BTOPIHCHb, PO3TAlllIOBaHA

B IP-By31i, cucrema

TMONCPCIKCHHA BTOPIHCHDb

IPS, cnucku nocrymy),

BKJIFOUAKOYM 3HAHHSA 1X

GyHKITH 1 po3MILIIEHHS
KOMITOHEHTIB B MEPEXKI.
I'2.36. Crparerii

YTPaBIIiHHS PU3UKAMU Ta

CTpAaTeril 1X 3MCHIICHHS.

yTIpaBIiHHS
iHpOopMaLiiHOO
0€e31eKOI0 3 IpolecaMu
CTPaTEeriyHoOro Ta
orepaLiiHoro
TUIAaHYBaHHS.

iH(pOpMaIlio TS
TUTAaHYBaHHS J0 PiBHS
PO3YMiHHSA
KOPHCTYBa4a/CIOXKHUB
aya/ 3aMOBHHKA.
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Tpynosi pynxuii

Pe3yJ1bTaTl/l HaBYaHHSA

KommnerenTHoOCTI . ] . BignoBigananHicTh
3HaHHSA YMiHHS/HABUYKH Komymnikaunis . .
i aBTOHOMIst
I'3. 3natnicts BuzHauatu |I'3.31. [ToTeHuilini I'3.¥1. Po3po6mtoBatu |I'3.K1. Pozpobmsitu  |I'3.B1. Po3pobmnsitu

MOTCHITIHI PU3UKH,
MoB's13aHi 3 KibeparakaMu
1 HEIITaTHUMHU
CUTYalliSIMU, BUSBIISITU
TPEeHIU Ta MAOIOHH
kibepaTak, po3po0isTu
CTpaTerii Ta KOHTP3aXOaH
JUTSI 3SMEHILICHHST PU3HKIB,

OLIIHIOBATH BPA3JIMBOCTI Ta

[MOTEHI[IMHI HACITI KU
IHIAIEHTIB.

Bpa3JIMBOCTI KiOepOe3neKu
B TJIy3€BUX TEXHOJIOTISX.

I'3.32. IIpunnuny,
MOXKJIUBOCT1, OOMEKCHHS
Ta HACHiIKU Kibepmiii
(Hampukman,
kibep3axucry, 300py
iH(pOopMaIlii, TiATOTOBKH

cepeoBHINa, KioepaTakm).

KOHTP3aXOIH JJIs
BUSIBIICHHS PU3HKIB
Oe3mnexu.

I'3.¥2. Po3niznaBatu
3MIHHU Y cucTeMi abo
CEepeOBHILIL, SKi
MOXKYTh 3MIHUTH
3aJIMIIKOBI PU3UKHU IO
BiJTHOIICHHIO /10 PU3UK-
areTury.

I'3.¥3. Po3pobisitu Ta
3aCTOCOBYBAaTH
cTpaTerii ynpaBiIiHHA
pU3UKaMU Ta ix
3MEHIIICHHSI.

BKa31BKHU 1 HACTAHOBU
JUTSL TIPAIIiBHUKIB,
3aly4yeHux 710
pearyBaHHS Ha
kibepaTaxi 1
HENITAaTHI CUTYyalii Ta
3aX0d1B JUIS
3MEHIIICHHS PU3UKIB.
I'3.K2.
KomyHnikyBaT 3
BUIIIUM KEPIBHUIITBOM
oprasizariii ams
pO3poOKH cTpaTerii Ta
KOHTP3aXO/iB JIJIs
3MEHIIEHHS PU3UKIB.

KOHTP3aXOIH ISt
NOTEHIIIHUX 3arpo3
0e3nepepBHOCTI Ta
CTiiiKOCTI
(GYHKI10HYBaHHS
CHCTEM.

. Po3poOka ta
MiATPUMKA METO/I0JIOT 11
ayJIUTy opraHizaiii,
BITPOBAKCHHS Ta
BUKOHAHHS MIPOLIEYP
30BHIIIHBOTO AYJTUTY
Ta/abo0 ornepamiiHoro
ayuTy 1H(OpMaLIHHUX
CUCTEM 1 TEXHOJIOT1i Ha
OCHOB1 BU3HAUCHHS U
MIPOTHO3YBAHHSI PU3UKIB
3 METOI0 3a0€3MeUYeHHS

J1. 3natHicTh po3po0isiT

Ta 3aCTOCOBYBATH
METO/I0JIOTIIO, sIKa
OXOILITIOE TIPOLIEC
30BHIIIHBOTO AYAUTY
Ta/a00 ornepariiHoro
aynuTy 1HpopMaliiiHux
CHCTEM 1 TEXHOJIOTH,
BKJIIOYAIOYH I1EPEBIPKY
BiJITOBIAHOCTI
KOHTPOJIbHUX MEXaH13MIB
BUMOTaM KiOepOe3neKu.

J1.31. Crannapru,
MIOJIITHKY 1 aBTOPH30BaHI1

TTXOM JIO MPOEKTYBAHHS

cucteMmuoro I13,
NPURHATHX B OpraHizarii
(Hampukiaja, cCTaHAapPTH
MIKHapOJHOI opraHi3anii
31 cragaaptu3aitii [[SO]).
J1.32. [Tpunnunu
CTBOPEHHS CUCTEM
iH(popMaLiiiHOT Oe3neKu
(NIST SP 800-160).

JA1.Y1. Ypasnsatu
aKTUBaMH, pecypcaMu
JUTS TECTYBaHHSA 1
crierfiayiicraMu 3
TECTYBaHHSI 3 METOIO
3a0e3neyeHHs
€(heKTUBHOTO
MIPOBEACHHS 3aX0/IIB 3
ayJuTy.

J1.¥2. Po3pobmoBaru
npodiIbHI METOIUYHI
MOCIOHUKH.

J1.K1. 3xiiicHioBaTH
3BOPOTHIN 3B 30K 3
KOMIIETEHTHUMH
Oprasi3zaIfisimMmu Ta
CTEHKXOJIIepaMu JJIs
po3poOIeHHs
METOAOJOTIYHUX
peKOMEeHIaIii st
OUTBII €(hEKTUBHOTO
IIPOBEJICHHS ayUTY
1HhopMaLIHHUX
CUCTEM 1 TEXHOJIOTIH.

J1.B1.  Po3zpobusaru
METOI0JIOT 1 JUISt
SKICHOTO TIPOBEJICHHS
ayauTy
iHpOpMaiifHIX
CUCTEM 1 TEXHOJIOT1H.
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Pe3yJ1bTaTl/l HaBYaHHSA

Tpynosi pynxuii KomnerentHocTi ) .. BinnosinajabHicTh
3HaHHSA YMiHHS/HABUYKH Komymnikaunis . .
i aBTOHOMIst
6e3neku iHpopmarii J1.33. Bumoru 1o J1.¥Y3. Po3pobmioBatu
Ta/abo KibepoOe3neku KpUTUYHOI iHpopMaliiii  |IpodinbHy TEXHIYHY
iH(opMaIiiHuX TOrO, SIK 1[I BAMOTH JIOKYMEHTAIII 0.
pecypciB it BUKOHAHHS BUKOPHUCTOBYIOTHCS TIPH
CTpaTeriYHuX IUIaHIB IUTaHYBaHHI.
(yHKUiOHYBaHHS 1 J2. 3naruicts BusBnsatyd  |[12.31. Hogi i Buaukaroui |/J2.Y1. [IpoBoautu J2.K1. J2.B1. CrBoproBatu
PO3BUTKY Ta porHo3yBatu pusuku, |IT Ta TexHOMOTIN OIIIHKY BILTUBY/pU3uKy. | KomyHikyBaTu 3 TJIaHU JUTSt
iHpopMaIiiHoi MOB's13aHi 3 OE3MEKOI0 KibepbOe3nexu. J2.Y2. ImiTyBaTH KEepiBHUKAMH momepepkeHHss  abo
1H(paCTpyKTypH iH(hopManiiaux pecypcis, |[12.32. Meroxonorii MOBEIIHKY 3arpo3. opraizariii pi3HUX MiHIMi3aIlil  PU3HKIB
opraHisauii, OIIIHIOBATH €()EKTUBHICTh |OLIHKH PU3UKIB. J2.Y3. Ilepenbauatu  |piBHIB, 13 Ha OCHOBI
BIJOKPEMIICHOT KOHTPOJIBHHX 3aXO0JIiB, J12.33. CyuacHi i KITFOYOBI Jif [Tl @00  |mpeicTaBHUKAMHU IIPOrHO3YBAHHS
nporpamu abo PO3pOo0IATH TUIaHU MEPCIIEKTUBHI 3arpo3w, sIKi, MIBH/IIE |3al[IKaBICHUX CTOPIH |3arpo3 Oe3merti
KOHCOPIiyMy MiHiMi3a1i1 pU3UKiB Ta KiOepTeXHOIOr 1. 3a Bce, MOTPeOyIOTh BiJl |CTOCOBHO PO3POOKK  |1H(POpMALIHHIX
MiIPHEMCTB. PEKOMEHIYBaTH CTpaTeTii KEpiBHUIITBA IUTaHIB MiHIMi3amil TEXHOJIOT1H.
JUIS IX KOHTPOJIIO Ta OPURHATTSA OyJb-IKHX |pU3UKIB, iX KOHTPOIIO
HOTIePEHKEHHSI. pilieHs. Ta TMONePeHKEHHS.

J12.Y4. IIporno3ysatu

HOBI 3arpo3u Oe3IeKy.
E. Hananus E1. 3natnicts cknanatu  |E1.31. Meroauka ominku (E1.¥Y1. Po3po6mioBatu |E1.K1. Pozpobnsatu  |E1.B1.  ®dopmysatu
KOHCYJIbTAI}, HaBYaJIbHI IPOrpamMu 3 HaBYyaHHA (pyOpHKH, 1 BUKOHYBaTH abo jmonomaraTH B CTPYKTypOBaHi Ta
po3poOIeHHS BIIPOBA/DKCHHSM JI0 HUX  |TUTAHH OLIHIOBAHHS, HaBYaJIbHI TJIAHU 1 PpO3po0Ili HABYABHUX |KOMIUIEKCHI
HaBYAJIbHUX MPOrpaM Ta |CTaHIapTiB TECTYBaHHSI, BIKTOPUHH). |IPOrpaMu TEXHIYHOI  |MarepiaiiB Jis HaBYaJIbHI IPOrpaMu 3
MpOBeACHHS TpeHIHTIB  |iH(popMariitHoi 0e3nekn, |E1.32. Ctuii HaBYaHHS | TIATOTOBKH. MTOKpAICHHS ypaxyBaHHSIM
(HaBYaHHS) 3 HANIPSIMY ~ |CTBOPIOBATH €PEKTUBHI  |(HATIPUKIA, E1.Y2. pPO3yMiHHSA OCHOBHMX  aCTICKTIB
po3po0KH, HaBYaJIbHI MaTepiaan ACUMUJIITOPHHM, CITyX0BUl | BukoprucToByBaTH a00 |CrmiBpOOITHUKAMU ayJIuTy
BIPOBAKEHHS Ta BIJIMOBITHO 0 TTOTpeO 1 KIHECTETHYHE HaBYaHHS ). [pO3pOOJIFOBATH OCBITHI |OCHOBHHUX aCHEKTiB  |1H(pOpMAIIHHIX

BUKOHAHHS IPOLEAYD
BHYTPILIHBOTO Ta

MIepPCOHAITy OpraHi3aiii,
[0 OXOILTIOIOTH OCHOBHI

E1.33. Pesxxuumu HaBuaHHSA

(HampuKJaa, MexaHiuHe

3ax04u (HaNpHUKIIa,
MporpaM HaBYaHHS,

BHYTPILIHBOTO Ta
30BHINIHHOTO AYJTUTY

CHUCTEM 1 TEXHOJIOTIH.
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Pe3yJ1bTaTl/l HaBYaHHSA

Tpynosi pynxuii KomnerentHocTi ) .. BinnosinajabHicTh
3HaHHSA YMiHHS/HABUYKH Komymnikaunis . .
i aBTOHOMISI
30BHIIIHBOTO ayTUTY aCIEeKTH ayJuTy 3amamM’iTOBYBaHHsI, HaBYaJIbHUX irop, 1HpOopManiiHuX E1.B2. CrBoproBatu

iH(OopMaIIHHUX CUCTEM 1

TEXHOJIOTIH JUIS
NepPCOHAy OpraHizarii
Ta 1HIIUM 3aliKaBJIEHUM
CTOpPOHaM.

iHpopMaIIHHUX CUCTEM 1

TEXHOJIOTIA.

CIIOCTEPEIKCHHS ).
E1.34. Ilpunnuny i
MIPOLIECHU TIPOBEACHHS
TPEHIHTIB Ta OLIHKH
notpe0 y HaBYaHHi.
E1.35. Ilpunnunu i
METOJIM TPEHIHTIB Ta

IHTEpaKTUBHUX
3aHSTH).

E1.Y3. 3anitoBatu
Kpali MpakTUKH 1
OTpHUMaHi YpOKHU
30BHIIIHIX OpraHi3amin
1 OCBITHIX YCTaHOB SIKi

CUCTEM 1 TEXHOJIOTIH.
E1.K2. Po3po6nsatu
KpHUTepil OL[iHIOBaHHS
Ta TECTH IS
MEPCOHATY 3 METOIO
BU3HAUCHHS PIBHS
00i3HaHOCTI1

e(eKTUBHI HaBYAJIbHI
Marepiaau, Taki sK
Mpe3eHTallii,
IMOCIOHMKH,
KypcH, BeOiHapH
TOO, fAKI OyIoyTh
aJIanToBaHi A0 Pi3HUX

OHJIaNH-

OCBITH JIJIs1 pO3pOOKHU MaroTh CIPABY 3 IIEPCOHAIY 1100 piBHIB  3HaHb  Ta
HABYAJbHO-METOJIMYHUX |CUTYaLIsIMU OCHOBHHUX aCIeKTIB  [MOTped  mepcoHaily
MaTepiaiB JIst kibepbe3nexu. ayIuTy oprasizarii.
1HAWBIAYaIBHOTO 1 iH(pOpMaLIHHUX
TPyHOBOTO HABYAHHS Ta CUCTEM 1 TEXHOJIOT1i.
OCBITH, a TAKOX
BHUMIPIOBaHHS PE3yJbTaTIB
HABYaHHS 1 OCBITH.
E2. 3natnicts npoBogutu |E2.31. [ToniTukwy, E2.Y1. E2.K1. Po3moBnstu 3 |[E2.B1.  IIpoBoauTu
TPEHIHTY Ta KOHCYJIBTAIlli |[TIPOIECH 1 MPOLIEeTyPH BuxopucroByBatu THIIIMMH, TI00 e(eKTUBHI HaBYaJbHI

3 ayuTy iHPOpMaLiHHIX

CHCTEM 1 TEXHOJIOTIH,
nepeaaoyu CKIAIHY
TEXHIUHY 1HQOpMaIiIo
YITKO, 3p03yMLIO Ta
JOCTYITHO.

TPCHIHTIB Ta HABYAHHS B
oprasxizarii.

E1.34. [Tpunmunu i
MIPOIIECH TIPOBEICHHS
TPEHIHTIB Ta OI[IHKU
noTped y HaBYaHHI.
E1.35. [Tpununu i
METOJM TPEHIHTIB Ta
OCBITH 15l pO3pOOKHU
HaBYAJIbHO-METOIUIHUX

TEXHOJIOT1I B OCBITHIX
TIX (HApUKIIa,
IHTepaKTHUBHI JIOIIKH,
Web-caiitu,
KOMIT'FOTEPH,
IIPOEKTOPH).

E2.Y2. T'oTyBaTtu Ta
MIPOBOIMTH HABYAIbHI
Ta 6pudiHru 3
0013HaHOCTI 00

e(eKTUBHO
neperaBaTu
iHpOopMaIio.

E2.K2.
KomynikyBaTu 3
KepIBHUKaMH BCIX
PIBHIB, BKJIIOUAIOUU
YJICHIB MPaBIIiHHS
(HanpuKiaa, HaBUYKU
M1)KOCOOHMCTICHOTO

cecii Ta KOHCymbTaIil
3 BUKOPUCTAHHSAM
HAOYHUX MPUKIAIIB.
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Pe3yJ1bTaTl/l HaBYaHHSA

Tpynosi pynxuii KomnerentHocTi ) .. BinnosinajabHicTh
3HaHHSA YMiHHS/HABUYKH Komymnikaunis . .
i aBTOHOMISI
MarepiajiB s 3a0€3IEeYNTH, 1110 CHUIKYBaHHS,
1HAMBIAYaIbHOTO 1 KOPHCTYBayl CUCTE€M, |IOCTYIHICTh, YMIHHS
IpYNOBOrO HaBUYaHHS Ta  |MEpeX 1 JaHUX e(peKTUBHO
OCBITH, a TAKOX JOTPUMYIOThCS CpuiiMaTu MOBY
BHUMIPIOBaHHSA PE3YJbTATIB |IIOJITUK 1 TPOLIEAYD BUCTYTAIOUNX,
HABYaHHS 1 OCBITH. Oe3IeKH. BIJIMOBIAHE ayAUTOPIl
E2.Y3. BUKOPUCTAHHS CTUIIIO
BcranoBmnroBatu 1 MOBH BHCTYIIY).
e(peKTUBHUN E2.K3. Po3pobnsitu
3BOPOTHUH 3B’S30K 31  |TeCTH AJis
CTYZICHTaMH 3 METOI0  |BU3HAYCHHSA PIBHS
BJIOCKOHAJICHHS 0013HAHOCTI Ta yyacTi
HABYaHHS. IPaLiBHUKIB 1010
3A1MCHEHHS 3aX0/I1B
ayauTy
iHpOpMaLiiHuX
CHCTEM 1 TEXHOJIOTIH.
€. ®opmyBaHHs €1. 3natnicts po3pobisitu |€1.31. [IpuHnmmiB €1.VY1. Yopasnsatu €1.K1. I[IpaumroBatu B |€1.B1.
(miaroToBka), Ta 3aCTOCOBYBATH CTBOPEHHS CHCTEM HasBHUMHM aKTUBaMH, |KOJEKTHBI, MOCTIHHO |BmpoBamxyBatn  Ta
BIIPOBAKEHHS Ta IpOLEAYPH ayAUTY iHpopManiiiHoi 6e3neku  |pecypcamu i 3BEpTaTUCh 32 BUKOPHCTOBYBaTH

BUKOHAHHS MPOIIEyp
BHYTPILIHBOTO AyAUTY
Ta/abo0 ornepaminHoro
ayJUTy CHCTEM
MEHEIKMEHTY
iHpopMaiiiHoi 6e3neKn
oprasizariii, a TAaKOX
00’ €KTIB KPUTHUHOT

CUCTEM MEHEDKMEHTY
1H(opMaIiifHoi Oe3neKH,
IPOBOIUTH NEPEBIPKY
BIJIMOBIAHOCTI ITOJIITUKAM,
CTaHJapTaM 1 HOpMaM B
Oprasi3zaifisx Ta Ha
00’€eKTax KpUTHYHOT

1H(ppacTpyKTypH.

(NIST SP 800-160).
€1.32. Bumor ta MeTOIiB
3aXUCTY, 10 CTOCYOTHCS
1H(popMaLiiHOT Oe3meKn
BIJIIIOBIIHO 10
MDKHAPOIHHUX CTaHIAPTIB
cimetrictea ISO 27000 Ta
NIST SP 800-53.

(baxiBUAMU 3 ayIHUTY 3
METOIO0 3a0€3MeYeHHs
e(heKTUBHOTO
MIPOBEACHHS 3aX0/IIB 3
ayJIUTy CUCTEM
MEHEKMEHTY
1H(dopMaLiiHOT
Oe3mneKu.

KOHCYJIBTAI[ISIMU JIO
aHaJITHKIB 1
€KCIIepPTIB
(BHYTpIIIHIX 1
30BHINIHIX
opranizarii) ms
BUKOPHUCTAHHS

HaOUIbI  e(heKTUBHI
MpoLeaypr 1 METOAN
ayJIuTy CUCTEM
MEHEPKMEHTY
iHpopMamiitHO1
Oe3meKH.
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Pe3yJ1bTaTl/l HaBYaHHSA

Tpynosi pynxuii KomnerentHocTi ) .. BinnosinajabHicTh
3HaHHSA YMiHHS/HABUYKH Komymnikaunis . .
i aBTOHOMIst
iH(pacTpyKTYpH Ha €1.33. Ilonituku 6e3nexu |€1.Y2. Po3pobntoBatu |aHATITHYHOTO 1
OCHOBI YHHHOT'O B Oprasi3ariii. 3BITHI IOKyMEHTH 32 TEXHIYHOTO JIOCBIAY.
3aKOHOJIaBCTBA, €1.34. Cucremu pe3yJibTaTaMu ayJuTy

BITYM3HIHOI Ta
MDKHApOAHOI CUCTEMH
CTaHAapTH3aIlii Ta
KpaIIiX CBITOBHX
MPAKTHUK.

yTpaBIliHHS 0€3MeKOI0.

CHCTEM MEHEIKMEHTY
iHpopManiiHOi
Oe3mnexu.

€1.Y3. OpientyBarucs
B 3aKOHAX, MMOJIITHKAX,
nporeypax, 1o
CTOCYIOTBCS
kibepbe3neku 00’ eKTiB
KPUTHYHOI
1HPPACTPYKTYpH.

€2. 3naTHICTH
aHaJi3yBaTH pe3yIbTaTH
ayJIUTy, BUSBIISATH
3aJIeKHOCTI Ta
3MIIACHIOBATH OLIIHKY
PHU3HKIB B CHCTEMax
MEHE/DKMEHTY
iH(opMaIiiiHOT Oe3reKH,
po3pobsATH Ta
pPEKOMEHIyBaTH
e(heKTUBHI 3aX0a1
KOHTPOJIIO JUTS 3HHKCHHS
PU3UKIB

€2.31. Metoau anamizy
pe3yIbTaTiB ayIUTy
CHCTEM MEHEDKMEHTY

iHpopMariitHOi Oe3neKu.

€2.Y1. BusBnsatu
CHCTEMHI poOsieMu
0e3IeKn Ha OCHOBI
aHaJIi3y JaHUX
BpAa3JIMBOCTEN Ta
KOH}irypartii.

€2.Y2. 3actocoByBaru
TPUHIATTH
KibepOe3nexu 1
MIPUBATHOCTI IpU
dhopmyBaHHI BUMOT
oprasizariii (CTOCOBHO
KOH(pIIEHIIITHOCTI,
LUTICHOCTI,
JIOCTYITHOCTI,

€2.K1.
ChiBrparitoBatu i3
podUILHUMU
¢axiBosMu.

€2.B1. SxicHO
OLIIHIOBATH  PH3UKH
JUIST 1X 3HWKEHHS Ta
3ano0iraHHs
3arpo3am.

€2.B2. ®opmyBatu
pexomeHaaii JUTSt
MOKPAIIEHHS! CUCTEMHU
MEHEDKMEHTY
1H(popMarLiiHOT
Oe3neKu.
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BignoBigananHicTh
i aBTOHOMINI

aBTeHTH(]IKAIIT 1
HECITPOCTOBHOCTI).

€3. 3natHicTh pO3pO0IIATH

€3.31. MinimaiibHi

€3.Y1. 3acrocoByBaru

€3.K1. [Tpuiimatu

€3.B1. bparu yuactb

Ta BIPOBAKYBaTH BHUMOTH JI0 PO3pOOKH, NPUHIUIH y4acTh y po3poOJIeHHi |y CTBOPEHHI
CTpaTerivHi IUIaHu s BIIPOBAJIKEHHS, Ki0epOe3nexH i Ta BIPOBAKECHHI CTpaTeriyHuX IUIaHIB
HOJIMIIEHHS CUCTEMHU MiATPUMKH Ta TOCTIHHOTO |IPUBATHOCTI IPU CTpaTeTiYHuX IUIaHIB | JIs TOJIIIIICHHS
MEHEKMEHTY MOJIIIIICHHS] CHCTEMHU CTpATETiYHUX IUIAHIB  |TIOJIIMIICHHS CUCTEMH |CUCTEMH
iHpopMaliifHOi Oe3MeKHn  |MEHEIKMEHTY opranizailii (CTOCOBHO |MEHEIKMEHTY MEHEIPKMEHTY
oprasizarii. iHpopmaniiiHoi 6e3neku  |KoH(IASHIIHHOCTI, iHpopManiiHoi iHpopMaiiHoi
BIJIMOBIAHO 0 CTAHJIAPTIB |I[LTICHOCTI, Oe3mneku oprasizaiii. |Oe3meKu.
cimeticta ISO 27000. JIOCTYITHOCTI, €3.K2.
€3.32. CyuacHi Tpernu i |aBreHTH(DIKAMIT 1 KomyHnikyBat 3
TEXHOJIOTI1 B rays3i HECTIPOCTOBHOCTI). KepiBHUKaMH
iHpopmamiiinoi 6esnexu  |€3.Y2. [IpaBunbHo Ta |opraHizamii pisHUX
Ta IX BILJIMB Ha e(eKTUBHO 00MpaTH PIBHIB B MUTaHHIX
CTpaTeriuHe IIaHyBaHHS |[IPIOPUTETH 1 CTpPaTEriyHoOro
PO3MOAUISATH PECypCH  |TUTaHYBaHHS
KiOepOe3nexH. MOJITIIEHHS CUCTEMHU
MEHEJKMEHTY
iHpopMamiiHoi
Oe3reku oprasizaii.
7K. Kontposnsb ta ominka |7K1. 3natnicts Buznayatu |7K1.31. Ominka 3aransaux | AK1.Y1. XK1.K1. XK1.B1.
e(heKTUBHOCTI METO/IM Ta MPOIICAYPH IS |TPUHITUIIIB YITPABIIHHS [aTepniperyBaTH KomyHnikyBaTu Ta 3abe3neuyBaTi
MMOTOYHOTO CTaHy 3MIMCHEHHS 3aX0/11B PHU3HKaMU. TEPMIHOJIOTII0, MIPOBOJIUTH BHUKOPHUCTAHHS
(hyHKITIOHYBaHHS CUCTEM | KOHTPOJIIO Ta OI[IHKH 7K1.32. 3acoOu KOHTPOJIIO |METOAOJIOTIIO Ta 0OTOBOpPEHHS JJIst HaWO1TBII
1 MEHEJDKMEHTY (GyHKIIIOHYBaHHSI CHCTEMH |B IIpOIIecax MpoIeaypu BU3HAYCHHS METOMIB |€(DEKTUBHUX METO/IIB
1H(popMaLiIiHOT O€3MeKH |MEHEIKMEHTY BUKOPHUCTAaHHS, 00POOKH, |KOMYHIKAIIIHOT Ta Mpoueayp Ta Mpouenyp s
opranizarii (B T.4. 1H(opMaIiifHoi Oe3eKH, oesnexn (COMSEC). OIIIHKH
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Pe3yJ1bTaTl/l HaBYaHHSA

00’ €KTIB KPUTHIHOT
iH(bpacTpyKTypH),
OLIIHIOBAHHSI
e€(PEKTUBHOCTI CTAINX
6i3Hec-ornepaniiHuX
MIPOLIECIB 3 METOIO
3a0e3neueHHs
BCTaHOBJICHOT METH,
CTpaTerii, MoJIiTUK
0e31eKku pi3HOTo PiBHS
3T1JIHO 3 BITUU3HSHUMHU
Ta MDKHAPOTHUMH
BHMOTaMH 1
CTaHJapTaMH.

KommnerenTHoOCTI . ] . BignoBigananHicTh
3HaHHSA YMiHHS/HABUYKH Komymnikaunis . .
i aBTOHOMIst

HE3aJIEKHUX OIJIAIIB Ta 30epiraHHs Ta epeaadi 3MIACHEHHS 3aX0/iB | (DYyHKIIOHYBaHHS
IUTAHOBUX ay/MTIB. TaHUX. KOHTPOJTIO. CUCTEMHU

7K1.33. Metonu, MEHEKMEHTY

MIPOLIEAYPH 1 CIIOCOOH iH(pOopMaIIiifHOT

300py iH(popmariii, ii Oe3meKH.

00poOKH, CIIBHOTO

BUKOPUCTAHHS Ta

(hopMyBaHHS 3BITHOCTI.

7K1.34. Meronu i

MPUHIUIH aHAITI3Y

NPUKAHATI B OpraHizaii Ta

rajly3eBHX CTaHAapTax.

K1.35. Cyuacni MeToau

OLIIHKH, BIPOBAJKEHHS Ta

PO3TOBCIOIKEHHS

IHCTpYMEHTIB Ta

MIPOLIEAYP OLIHKH

(YHKIIOHYBaHHS CUCTEMH

MEHEJKMEHTY

iHpopManiiiHoi 6e3nexH,

Ha OCHOBI CTaHJAPTIB.
JK2. 3naTtHicTh 7K2.31. Anamitnani AK2.Y1. [IpoBoautu K2.K1. JK2.B1. OumigroBaru
aHaJIi3yBaTH Ta KOHCTPYKIIT Ta 1X BCEOIYHY OLIIHKY KomynikyBatu 31 CTaH CHUCTEMH
OLIIHIOBATH TIOTOYHHUI BUKOPUCTAHHS JJIs1 OLIHKH |3aCTOCOBAaHHX B CTEUKXOJIepaMu MEHEIKMEHTY
cTaH (QyHKIIIOHYBaHHS (YHKITIOHYBaHHS CHCTEMH |CHCTEMi 200 1010 PO3POOKHU iH(pOpMAaIIHHOT
CHCTEMHU MEHEDKMEHTY  |MEHEIKMEHTY YCIIaJKOBaHUX cTpaTerii Oe3nexu Ta
iH(popMalLiiiHOT Oe3neku, |iHpopMaLiiHOT O€3MeKH. |CUCTEMOIO MOJIITIICHHS chopMyBaTH SKICHUI
11eHTU(]IKyBaTH YIPaBIiHCHKHX, (GyHKIIIOHYBaHHS 3BIT, BKJIFOYAIOYU
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i aBTOHOMIst

MOTEHLIWHI PU3UKH, 7K2.32. [Ipouecu ta orepariiHux i CUCTEMU pe3yabTaTi i
MPOBOJIUTH OLIIHKY MPOLEAYPH YIPABIIHHA  |TEXHIYHUX KOHTPOJIB |MEHEIHKMEHTY BHUCHOBKHU.
e(heKTUBHOCTI Oi3HEC- KOH(DIryparisiMu cuCTeMH, |OE3IeKH 1 1X iH(opMmaItiiHoi
orepaniiHuX NPOIECiB Ta |BKIIOYAIOYH KOHTPOJIb YIOCKOHAJIEHb JJIs Oe3MeKH.
BiJIOBITHOCTI MOMITHKAM, |3MiH Ta ayauUT BU3HAYEHHSI
CTpaTerisiM 1 craHzapraM |KoHQIrypauiiHux Pe3yJIbTaTUBHOCTI
Oe3MeKH. napameTpis. KOHTPOJIB (TOOTO KOO

MipOO KOHTPOJIh

Oe3nexu

BIPOBAKECHU I

KOPEKTHO, (DYyHKIIIOHY€
K mepeadayeHo, uu
JOCSTAETHCS OaxKaHHA
pe3yIbTaT, 110
3aJI0BOJILHSIE BUMOTAM
Oe3MeKu sl CUCTEMH).
7K2.¥Y2. 3naTHICTH
rOTyBaTH 3aKJIOYHUN
3BIT 3 OLIIHKH O€3IIEeKH,
BKJTIOUAIOUYHU
pE3yJIbTAaTH 1 BACHOBKH
OIIiHKH.

7K2.Y3. 3naTHicTh
3aCTOCOBYBATH Kpallli
MIPAKTHKH
BIIPOBAKEHHS
KOHTPOJTiB O€31eKH B
CUCTEMY.
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Pe3yJ1bTaTl/l HaBYaHHSA

Tpynosi pynxuii KomnerentHocTi ) .. BinnosinajabHicTh
3HaHHSA YMiHHS/HABUYKH Komymnikaunis . .
i aBTOHOMISI

3. ®opmyBaHHA 31. 3narnicth muanyBaty, |31.31. Bumoru no 31.¥1. Po3poOka 31.K1. 31.B1. 3abe3neuyBatu

(miaroroBka), BIIPOBA/)KYBaTH Ta KPUTHUYHUX 3BITHHX JOKYMEHTIB 3a |CTpyKTypyBaTu edeKTuBHE

BIIPOBA/KCHHS Ta 3MIMCHIOBATH MPONEAYPH  |IHPOPMAIIHHIX pesyabTaTaMu ayauTy |iH(opMaliro Ta MPOBEACHHS  AyJIUTY

BUKOHAHHS NPOLIEAYP  |[30BHIIIHBOTO ayJAUTy T4 | TEXHOJOTIH. CHCTEM MEHEIKMEHTY |(opmyBaTu cBOL CHCTEMH

30BHIIIHBOTO AyTUTY OTepaLiiHOro ayIuTy 31.32. 3akoHH, NOJITUKH, |iHPOPMALIIHHOT BHCHOBKH B MEHEIKMEHTY

Ta/abo0 omepariifHoro CUCTEM MEHEDKMEHTY IIPOLEYPH YU 0e3MneKu. NUCHMOBIH opmi iHpopManiiHoi

ayJIUTy CUCTEM iHpopMariiiHoi Oe3neKu, |KopropaTUBHE 31.Y2. IlepeBonutu YiTKO Ta 3p03yMiI0.  |OE3MEKH.

MEHEPKMEHTY 3/IIACHIOBATH OLIIHKY yIpaBJIiHHS, 110 JlaHi 1 pe3yabTaTi 31.K2. IIpamroBaru B

iH(popMaIiiHOT 0€3MeKu |BIAMOBIIHOCTI MOMITUKAM, |CTOCYIOThCS KiOepOe3neKy | TECTYBaHHS B OI[IHOYHI |KOMaHIi Ta

oprasizarii, a TaKox CTpaTerisiM 1 cTaHzapTaM |KpUTHYHHX BHUCHOBKH. CHIBIpAIIOBATH 3

00’€KTiB KpUTHYHOT 0e3MeKH 3riIHO YUHHOTO  |IHQPacTPyKTyp. 31.¥3. Ilepesipstu KOJIETaMU Ta 3a

1HPPACTPYKTYpH Ha 3aKOHO/ABCTBA Ta 31.33. 3aKk0HOAABCTBO Ta |IMOJIITUKY, IUIAHHU 1 notpedu i3

OCHOB1 YHUHHOTO MDKHapOJHUX CTAHAAPTIB. |[IPaBOBI aCMEKTH B cdepl  |cTparerii Ha 30BHIIIHIMU

3aKOHO/ABCTBA, Ki0ep3axucTy KpUTHUYHOI |BIAMOBIIHICTH O €KCIIEPTaMHU.

BITYU3HSHOI Ta iH(ppacTpyKTypH. 3aKOHO/IaBCTBA,

MDKHAPOHOT CHCTEMHU PEryIsSTOPHUX aKTiB,

CTaHAapTH3aIlii Ta MOJIITUK 1 CTAaHAAPTIB

Kpallux CBITOBUX 10 PETYJIIOI0Th

MIPAKTHK. KiOepIisUIbHICTD.
32. 3narnicTh anamizyBati |32.31. AHamiTHuHI 32.¥1. 3acrocyBanus |32.Kl1. 32.B1. SIkicHO
e(EeKTUBHICTD KOHCTPYKIIi Ta iX TEXHIK M1 ABUICHHS BuxopucrtoByBatu OLIIHIOBATH PU3UKHU Ta
(YHKIIIOHYBaHHS CUCTEM |BUKOPUCTAHHS JJIS OL[IHKHU |BUMOT JI0 CUCTEMH, aHATITHYHI 1aHl IPH | BUSBJISITU BPA3JIUBOCTI
MEHEIKMEHTY ¢yHkuionyBaHHs cucteM |Mepexi i OC ¢dbopmyBaHH1 3 METOIO
iHpopMamiifHOT Oe3NMeKHn  |MEHEIHKMEHTY (Hanpuknan, PEKOMEHAAIIN 1010 | TTOTIEPEKEHHS 3arpo3
Ta Oi3Hec-onepariitHux iHpopMamiiiHOi Oe3NeKH. |BUKIIOYCHHS 3HWKCHHS PU3MKIB. |1 iH(opMamiiHoi
IPOIIECiB, BUSBIATH 32.32. [IpuHuunu ta He3aTpeOyBaHUX IndopmyBaTu Oe3ImeKH.

NOTEHIIHI PU3UKH Ta

BHUMOTI'H JI0 MOJIITUK Ta

mocjayr, mnapoJibHUX

KEPIBHHUIITBO IIPO
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KommnerenTHoOCTI . ] . BignoBigananHicTh
3HaHHSA YMiHHS/HABUYKH Komymnikaunis . .
i aBTOHOMINK
BUSIBIISAITH CIIa0Ki MiCIil y |mporenyp iHhopMaiiiHO1 |MOMITHK, CETMEHTAllis  |cla0Ki MiCIs Ta 32.B2. Po3poOnsatu
MOJIITHKAaX O€3MeKH, Oe3MneKu AJisl BUSBICHHS  |Mepexki, BAKOPUCTAHHS |[TOTEHILIIMHI pU3UKUA. |a00 pPEKOMEHAyBaTU
PO3pO0JIATH PeKOMEHAITIT | HeY3r0PKEHOCTEH, KypHaJly peecTpariii, AQHATITUYHI  TAXOAN
JUTSL TIOJTIMIIEHHS npo6iiB a00 HEAOMIKIB Y |MIHIMYM MPUBLIEIB 1 abo  pimeHHs A7

iHpopMariiiHoi Oe3neKu.

MOJIITHKAX Ta npoocaypax.

T.IL.).

32.¥2. dinutucs
3MICTOBHOIO
iH(pOpMaIi€ro PO
KOHTEKCT
CepeIoBUILA 3arpo3
JUTSL OpraHizaiii, o
MOKpaIye ii Ho3uILi0
yHIpaBIiHHS
PHU3UKaAMH.

MOJIOJNIaHHS  TIPOOJIeM
abo cutyauii.

33. 3xatHicTh po3po0IATH

Ta BIPOBAKYBATU
CTpaTeriuHi IIaHu JJIs
MOJIMNIIEHHSI CUCTEMH
MEHE/PKMEHTY
iHpopMariiiHoi Ge3neKn
oprasxizarii.

33.31. be3nepepBHicTh
0i3Hecy Ta ornepauiiHi
IUTAHU B1JHOBJIECHHS
0e3nepepBHOCTI MiCs
Karactpod.

33.32. [Ipouecu

imeHTudikaii, oliHKHA Ta

yIpaBIIiHHS PU3UKAMU
iH(pOopMaIiiHOT Oe3meKn
UTsL BUSIBJIICHHS Ta
3HMKCHHS TIOTCHIIHHUX
3arpo3 y cTpaTeriyHuX
TUTaHax.

33.¥1. 3acTocoByBaTH
NPUHIUATH
kibepbe3nexu i
NPUBATHOCTI MPH
¢dbopmyBaHH1
Oprasi3aritHux BUMOT
(SIK1 CTOCYIOTBCS
KOH(DIEHIIITHOCTI,
LLJTICHOCTI,
JIOCTYITHOCTI,

aBTeHTH IKAIIIT 1
HECTIPOCTOBHOCTI).

33.K1. KomyHikyBatu
3 KepiBHUKaMH,
3aIiKaBJICHUMU Ta
BIAMOBIHaJIbHUMUA
ocobamu 11010
pO3p0o0OKH
CTpaTEeTiuHUX IJIaHIB
MOJIIIIICHHS] CUCTEMU
MEHEKMEHTY
1H(popMaLiiHOT
Oe3reku opranizaii.

33.B1. bparu yuacth
y CTBOpPEHHI
CTpaTeriYHuX IUIaHIB
JUTSL T ABULIEHHS
e(eKTUBHOCTI Ta
HA/IIHHOCTI CUCTEMHU
MEHEJKMEHTY
iHpopMaiiiHoi
Oe3meKH.
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33.¥2. Po3pobasitu

MOJIITHKY, TJIAHU 1

cTparerii BiAMOBITHO

JI0 3aKOHO/IaBCTBA,

PEryJIsSTOPHUX aKTIB,

MOJIITUK 1 CTAaHAAPTIB

Ha MATPUMKY

KiOepaisIbHOCTI

oprasizariii.
. Po3pobka ta N1. 3partuicT N1.31. Bumoru 1o N1.¥1. Yupasninas N1.K1. Po3mosnsaru 3 |1.B1.  Po3poOmsaru
MiATPUMKA METOJ0JIOTI  |pOo3pobisiTH Ta KPUTHYHOI iHpOpMaLiii |aKTHBaMu, pecypcaMu i |IHIIUMH 3 METOIO METO0JIOT 11 JUISL
ayJIUTy CUCTEM 3aCTOCOBYBATU TOTO, SIK Il BAMOTH crieniajgicraMu 3 JOCTYTIHOT Iepeadi  |AKICHOTO TPOBEJICHHS
MEHEJKMEHTY METOJTOJIOTIFO, SIKa BUKOPUCTOBYIOTHCS B ayJuTy AJis iH(pOopMaIii. ayJuTy CUCTEM
iH(pOopMaIIiifHOT OE3MEeKU |OXOILTIOE TIPOIIEC MpoIecax 30BHIMIHLOTO  |[3a0€3MeYCHHS N1.K2. B3aemosisitTid |MEHEIKMEHTY
oprasxizarii, 30BHIIIHBOTO AYAUTY ayJuTy Ta/abo e(EKTUBHOTO 13 3aMOBHUKAMH. iH(pOopMAaIIiifHOT
BIPOBAJKEHHS Ta Ta/abo onepauiitHoro olepariitHoro ayiuTy IIPOBEJICHHS 3aXO0/IB 3 Oe3mneKu.

BUKOHAHHS MIPOIIEITYD
30BHIIIHBOTO AyTUTY
Ta/abo orepariitHoro
ayJUTy 3 METOIO
3a0e3nedeHHs
iH(DopmarIiiHo1 6e3meKn
Ta/a00 kibepoOe3neku
opranizariii, 00’ €KTiB
KPUTUYHOI
iHppacTpyKTYypH abo
KOHCOpLIyMY
M1IPUEMCTB.

ayJIUTy CUCTEM
MEHE/DKMEHTY
iH(hopMaIiiiHOT Oe3reKH,
BKITIOYAIOUH TIEPEBIPKY
BiJITOBIAHOCTI
KOHTPOJIbHUX MEXaH13MIB
IOJIITUKAM, BUMOIaM Ta
MPOBIAHUM CBITOBUM
CTaHJapTam
iH(pOopMariifHO1 Oe3meKy.

CUCTCM MCHCIDKMCHTY

iHpopMariiiHoi Oe3neKu.

N1.32. Metozno:norii
OLIIHKY PU3HKIB IPH
MIPOBE/ICHH] ayAUTy
CHCTEM MEHEDKMEHTY

1H(popMaliiiHOT Oe3neKu.

ayIUTy CUCTEM
MEHEIKMEHTY
iHpopMamiiHoi
Oe3neKu.

N1.¥2. PozpoOastu
BUMOTH 10
1H(popMaLiiHOT
Oe3neKu y mpouec
3aKyMiBIIl,
BUKOPUCTOBYIOUH
3aCTOCOBHI 0a30B1
KOHTpOJII Oe3MeKH y
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SIKOCTI OJTHOTO 13
JUKEepEJT BUMOT
Oe3IeKu.

N2. 3natHicTh eeKkTUBHO

CHUIKyBaTHCA 13
3aIliKaBJICHIMH
CTOpPOHAMH, BKIIOUAIOUYH
KITIEHTIB, KEPIBHUIITBO
opranizauii Ta iHI

ayIMTOPChKI KOMaHIH JIJIs

M ABUILEHHS AKOCTI
IpOIEIyp ayAUTY Ta
HaJlaHHS PEKOMEHAIIN 3
NUTaHb iHpOpMaIiHHOT
Oe3nexu.

N2.31. [Ipouecwu i
MpOLEelypy YCYHEHHS
KOH(QUIIKTHUX CUTYAIlii.
M2.32. 3BiTHICTH 11010
YCYHEHHST KOHQTIKTHIX
CHUTYaIliii, BKIIOYAIOUH
B3a€MO/IIIO 3 30BHIIIHIMU
Oprasi3arfismMu.

N2.33. PizHi mii
oprasi3arii Ha BCiX
PIBHSIX, BKITFOYAIOUN
piBEHb MiUIETTINX, PIBEHb
PIBHO3HAYHUX
CHIBPOOITHHKIB 1 PIBEHb
KEpiBHHKIB.

N2.34. 1ini opranizarii,
BH3HA4YCHI KEPIBHUIITBOM
MIPIOPUTETH 1 PUBUKH TIPU
MPUMHSTTI PIlLIEHb.
N2.35. Tonituku
oprasizariii 1 KOHIIeIii
IJIaHyBaHHS CHIBIIparlll 3
BHYTpIilIHIMU 1/a00
30BHINIHIMU
opraHizarfisimMmu.

N2.¥1. Yrpasninas
BIIHOCUHAMU 3
KJIIEHTAMH,
BKJTIOYAIOUN
BU3HAYEHHS
notped/BumMor
KJIIEHTIB, YIIPABIiHHS
OYiKyBaHHSIMH KJTI€EHTA
Ta JEMOHCTPAIII0
BiJIaHOCTI
JOCATHEHHIO SIKICHUX
pe3yJbTarTiB.

N2.¥2. Bukopucranus
3BOPOTHOTO 3B'A3KY 3
METOIO BIOCKOHAJICHHS
MPOIIECiB, MPOAYKTIB 1
MOCTIYT.

N2.Y3. 3posymina,
MEePEKOHIINBA 1
CHCTEMHA I10/1a4a
(akTiB Ta i€ B
MUCHMOBIH (OpMi.

N2.K1. HaBuuka
PO3MOBJISTH 3
IHIIIUMU 3 METOIO
JOCTYTIHOT nepeaayi
iHpopMmaii.

n2.K2.
KomynikyBatu 3 13
3aIiKaBJICHUMHU
CTOpPOHAMH,
BKJIIOUAIOYH KIII€HTIB,
KEPiBHHUIITBO
oprasizariii Ta iHmri
ayJIMTOPCHKI
KOMaH]IH.

n2.B1.
BcranosmoBatu
KOHCTPYKTUBHUI
Jiajor 3 KJIIEHTaMH,
KEpiBHHULITBOM
opranizarii Ta
ayJJUTOPCHKUMU
KOMaHJIaMH, 30KpemMa
KOOpAMHYBAaTH [ii Ta
oOMiHIOBaTHCA
iHpopMari€eo

T IBUIIIEHHS
e(eKTUBHOCTI
MPOIIETyp ayAMTY.

JUIL
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I. ®opmyBaHHs KOMaHIU
ayJUTy, KepIBHUIITBO

[T ATOTOBKOIO Ta
BUKOHAHHAM 3aj[ay Ta
IpoLeyp ayauTy Ta/abo
OIepaLiiHOro ayIuTy
CHCTEM MEHEPKMEHTY
iHpopManiiiHoi 6e3nexu
Ta KibepOe3neku
oprasizariii, 00’ €KTiB
KPUTUYHOI
1HpacTpyKTYypu abo
KOHCOPLIyMY
MiIPUEMCTB.

I1. 3garnicts hopmyBaTu
Ta KEPyBaTH KOMaHIO0
ayJIUTy, BKIIIOYAIOYH
NPU3HAYCHHS 3aB/IaHb,
pO3MoALT poJeit Ta
BUKOHAHHS TUIaHIB
ayJIUTy, a TAKOXK
MOTHBYBAaTH KOMaHJy Ha
JOCSITHEHHSI 1IUJIeH ayauTy,
3a0e3neuyBaT BUCOKY
SIKICTh BUKOHAHHSI pOOIT.

11.31. 3araibpHi NPpUHIHATIHA
nepcoHany y cdepi
HallOHAJIBbHOT
kibepbesneku, podoui
poJIi, a TAKOXK 3aBIaHHS,
3HAHHS, HABUYKH Ta
31aTHOCTI, SIKi JO HUX
BIJTHOCATBCH.

11.32. IIponecu
yIpaBIIiHHS EPCOHAIOM,
NPU3HAYCHHS 1
PO3MIIICHHS.

I1.¥1. Ynpasninus
aKTHBaMH, PeCypcamMu
JUISl TECTYBAHHSA 1
crietiajgicTaMu 3
TECTYBaHHS 3 METOIO
3a0e3neyueHHs rapaHTii
e(eKTUBHOTO
MIPOBE/ICHHS TECTOBUX
3aXO0/IIB.

I1.Y2. [ligroroBka i
npoBeeHHs Opu]iHTiB.
11.¥3. Buxkopucranus
BIpTyaIbHUX
KOJIGKTUBHUX POOOUHX
pOCTOpiB /260
1HCTPYMEHTIB
(manpuxnana, IWS,
VTC,, yaT- KiMHATH,
SharePoint).

11.¥4. [Tpuiinarrs
pimeHs y pasi
BUHHUKHCHHSI
CYIIEpEUINBUX BUMOT
110 300py TOAATKOBHX
JAHHX.

I1.K1. KomyHnikyBatu
3 IHIIUMHU IS
KEpIBHUIITBA,
MMATOTOBKH Ta
BHUKOHAHHS 3a7a4
ayJIUTy CUCTEM
MEHEKMEHTY
iH(pOopMaIiiHOT
OC3IeKH.

I1.B1. KonTpostoBatu
BUKOHAHHS  3aB/aHb
YJIeHaMU KOMaH/IH
ayJIuTy, B TOMY YHCIi
1010 TEPMiHIB.

I1.B2. 3abe3neuyBatu

edeKTuBHE
BUKOHAHHS IJIAHY IS
JOCSTHCHHS e
ayJIuTy.
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Tpynosi pynxuii

KoMmnerenTHocTi

Pe3yJ1bTaTl/l HaBYaHHSA

3HaHHA

YMinH/HABHYKH

Komymnikaunis

BignoBigananHicTh
i aBTOHOMINI

I2. 3natHicTh epeKTUBHOI
KOMYHIKaIii 13
3a1(iKaBJICHUMHA
CTOPOHAMU, BKITIOYAIOUH
KEPIBHUIITBO OpraHizaiii
Ta HIIUX YYaCHHUKIB
IpoIeCy ayauTy,
3aTHICTb MOSICHIOBATH
CKJIaJH1 KOHIEMI] Ta
dbopMyBaTH pekoMeH Al
4iTKO, 3p0O3yMIJIO Ta
JOCTYITHO.

12.31. Ilim opranizarii Ha
BCIX PiBHSX, BKIFOYAIOUH
PIBEHb MiJICTIINX, PIBEHD
PIBHO3HAYHUX
CHIBPOOITHHKIB 1 piBEHb
KEpiBHUKIB.

12.32. Lini oprani3zartii,
BHU3HAUEHI KEPIBHUIITBOM
MPIOPUTETH 1 CTpaTerii.

12.¥1. 3acrocoByBatu
HaBHMYKH 1 cTparerii
CHiJIbHOT pOOOTH.

12.K1. KomyHikyBatu
3 IHIIKMH, 100
MOSICHIOBATH CKJIa THI
KOHIIETIIIi.

12.K2. KomyHikyBaTH
3 KepiBHUKaMHM BCIX
PiBHIB JUIsI
3pO3yMLUIOTo Ta
JOCTYTTHOTO
¢dbopmyBaHH: Ta
MOSICHEHHS
pEeKOMEHIaIiH.

12.B1. HapgaBsartu gitki
peKOMEeHaIIii, sIKi
OylyTh TOCTYIHI JJIs
PO3YyMiHHS Ha piBHI
KOpHCTyBaya.




V1. Po3nogia

TPYAOBHX
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npodeciiinumu KpagidikaniasmMmu

Gynkuii

Ta

KOMIIETEHTHOCTE

3a

Tpynosa 3aranbHa Ha3Ba npogeciiiHol KBadigikauii
bynkuis .o
y Mekax npogeciiHOro CTAaHAaApTY:
MOBHE . .o .o .
(¥ Ayaurtop iHpopManiiiHMX TeXHOJIO0TiH (3 KidepOe3nexn)
MO3HAYECHHS)
L AyauTop [MpoBiHuii KepiBauk
[IpoBigHuit CHOTEM
Aynaurop AV IUTO ayauTop KOMaH/I! 3
iH(pOpMaITHIX ilﬁ)[o MI; — MCHC/UKMCHTY | cuctem ayJUTy CHCTEM
TEXHOJIOTiH (3 pMat IHPOPMALIHHOT | vepemrMenTy [MEHEIKMEHTY
. TEXHOJOTIA (3 |gesmexn : o o
kiOepOe3nexu) | . 1H(popMaliiHOT [IHpOopMaLIHHOT
KibepOe3nekn)
Oe3nexu Oe3nexu
IIOBHA IMOBHA [IOBHA IIOBHA IMOBHA
A - - - — —
b + + + + +
B + +
r + + + + +
i | +
E +
€ -+ + +
K + + +
3 + +
" + +
I +

VII. BigomocTi npo po3po0.ieHHs Ta 3aTBeP/A:KeHHs NPo(eciiiHoro

CTAaHAAPTY

1. IloBHe HaliMeHYBaHHS PO3POOHUKA NPO(ECiHHOr0 CTAHAAPTY
AnMiHicTpanis JlepxaBHOi CioyKOM CHEHIAIbHOTO 3B’SI3KYy Ta 3aXUCTY
iH(popmarlii Ykpainu.

Cxiag po60o4oi rpynu/Y4acHUKH po0040i rpynu:
Mamnep Amnaroniii CepriiioBud, HaudaabHUK 7 Bigauty [lemaprameHTy

JIEP>KaBHOTO

KOHTPOJTIO

Jlepxcnenss’a3Ky;

y coepi

3aXHUCTY

1Hdopmarii

AnminHicTparii
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bakanuucekuii Onekcanap OneroBud, 3aCTYIMHUK JUPEKTOPA ACTTapTAMEHTY-
HayalbHUK 2 Bigauty — Jemapramenty — kiOep3axucty — AamiHicTpariii
Jlepkcrien3B'a3Ky;

besmranpko Bitamiit MwuxaitioBud, TOJOBHUN CIHeMmiadicT S Biaaury
JlenaptaMeHTy Kibep3axucty AaminicTparlii Jepkcien3B’ i3Ky;

Bbomton €Bren MukonaiioBud, Ha4aJIbHUK YIIPABIIHHS OCBITHBOI ISUTBHOCTI
JlenapTamMeHTy OCBITH, HAyKH 1 ciopTy MiHIicTepcTBa BHYTPIIIHIX cripaB Y KpaiHu;

Bacuniy €ren BiktopoBuu, mpodecop xKadenpu kidepbOesneku Ta
TEXHIYHOTO 3axXHCTy iH(opmalii QakynpTeTy i1HGOPMAIIMHUX TEXHOJOTIH Ta
kiOepOesmneku Jep>kaBHOTO YHIBEPCUTETY 1HTEIEKTyaIbHUX TEXHOJIOTIHN 1 3B’ SI3KY;

I'maTiok Biktop OinekcaHapoBud, TOIEHT Kadeapu TEICKOMYHIKAIlIHHUX Ta
pamioeNeKTpOHHUX  cucTeM  (pakynbTeTy  aepoHaBiraiiii, EJIEKTPOHIKU
TerneKoMyHikaii HamoHanpsHOTo aBialiifHOro yHIBEPCUTETY;

I'y6pieaxko Poman ['puropoBud, 3acCTymHHK IUPEKTOpa JEMapTaMEHTY -
HavyaJIbHUK 3 yIpaBliHHA JlemapraMeHTy AepKaBHOTO KOHTPOIIO Y cdepl 3aXUCTy
1H(popmanii Aaminictpauii Jlepxxcnenss’ 13Ky;

Hinenko Onekcanap AHAPIMOBUY, CIIELIAIICT 32 PAXYHOK OCAX FOJIOBHOTO
cneniaiicta 7 Biaaury JlemapraMeHTy Iep:KaBHOIO KOHTPOJIO Yy cdepl 3aXUcTy
iHpopmanii Aaminictpanii Jepxkcnenss’ i3Ky;

Hinuk Banepis AnaTtoiniiBHa, KEPIBHUK HaNpsMy 3 PO3BUTKY IpodeciiiHux
HaBU4OK 3 KibepOesneku [Ipoexty USAID «KibepOesneka KpUTHUYHO BaxKIUBOT
1H(DpacTpyKTypu YKpaiHn»;

Kopnienko borgan SpocnaBoBuu, mnpodecop kadenpu iHbopMaliiiHUX
CUCTEM Ta TEXHOJIOTI (akynbTeTy 1H(GOpPMATUKUA Ta OOYMCIIOBAJIBHOI TEXHIKH
HanionanbHOro TEXHIYHOTO YHiBepcUTeTy YKpainu «KUiBChbKHUI MOJITEXHIYHHMI
iHCeTUTYT iMeHI Iropst CiIKOpChKOTO®;

JlerominoBa Cgitnana BosoguMupiBHa, 3aBigyBad Kadeapu yHpaBIIiHHS
iHpopmaiiiHoi Ta KibepHeTHuyHO1 Oe3neku HaBuaabHO-HAYKOBOTO 1HCTUTYTY
3axucty iHpopmarlii JlepkaBHOTO YHIBEPCUTETY TEJIECKOMYHIKaIIiif;

Masyp Harans BosogumupiBHa, rosoBa IIpodcninku mpaiiiBHUKIB 3B 3Ky
Ykpainuy;

MaxkoBenr ~ Cepriti  BanentunoBuy, gupektop Texnoiorii TOB
«IHOOPMEMIIIH CICTEMC CEK’IOPITI IIAPTHEPC»;

Menpauk Cepriii  BikTopoBWY, KOHCYJBTAaHT HampsiMy 3 PO3BUTKY
npodeciitanx HaBruOK 3 KibepOesneku [Ipoekty USAID «KiGepbe3neka KpuTuaHO
BXJIMBOT IHOPACTPYKTYpH YKpaiHNY;

Moxop Bomogumup BonoaumupoBuy, nupektop IHctutryty mpobiem
monentoBanHss B eHepretuili im. [.€. IlyxoBa HamionansHoi akagemii Hayk
VYkpainu;

Heapa Jlinis MuxailniBHa, KEpIBHUK HAaBYaJIbHO-METOAMYHOIO LIEHTPY,
rojjoBa MpodCHiaKkoBoi opranizamii ['pomaacekoi opranizarmii «YKpaiHChKa
akaziemisi KibepOe3neKkmny;

Onekcrox  Jlimist  BiranmiiBHa, ronoBa  I['poMancekoi — oprasizamii
«Bceykpainceka acouiauis «IHpopmariitna Oe3neka Ta iHpOopMaliitHI TEXHOJIOT11»;
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[lequenko €Breniit MukonaiioBuy, KepiBHUK BIJI1TY BIPOBAIKEHHS CUCTEM
oe3nexkn TOB «IHTPACUCTEMCy;

ITpockypoBchkuii Poman BacuiaboBuu, 3acTynmHuk KkepiBHUKA LleHTpy
kibep3axucty HarionansHoro 6aHky Ykpainu;

PakiBcbka Anens IOpiiBHa, cHemiamdicT 3a paxyHOK ITOCaayd TOJIOBHOTO
cnemiaiicta 7 Biaauny JlemapraMeHTy Jep:KaBHOTO KOHTPOJIO Yy cdepl 3aXUcTy
iHdopmarii Aaminictparii Jlepkcnenss’ i3Ky;

Tomrona Cepriit BacunboBuu, npodecop xadenpu kibepOe3neku Ta 3aXucTy
iHpopMmarii pakynapTery iHGOPMAIIHHUX TeXHOJOT1H KHiBChbKOro HallioOHAJIBHOTO
yHiBepcuteTy iMmeHi Tapaca I[lleBuenka;

KOnin Onekcannp KocTsHTuHOBUY, yueHHt cekpeTap JlepkaBHOTO HAyKOBO-
JOCIIITHOTO THCTUTYTY TEXHOJIOT1H KibepOe3neku Ta 3aXxucty iHdopmariii.

2. Ha3zBa Ta peKkBi3UTH JOKYMEHTA, SIKMM 3aTBepHKEeHO NpodeciiiHuii
CTaHIapT

Haka3z Anminictparii JlepkaBHOT CIy»OW CHEIIaJbHOTO 3B’ SI3KY Ta
3axucty iHpopmarii Ykpainu Bix 23 ciuns 2024 poxy Ne 38.

3. PexkBi3uTH BHCHOBKY Cy0’€KTa IepeBipKM NPO AOTPUMAHHA BHMOI
Ilopsinky po3po0JieHHsI, BBeJeHHsI B il0 Ta mneperjsjay mnpodeciiinux
CTAHJAAPTIB MiJ Yac MiATOTOBKM MPOEKTY NPOodeciiiHOro CTaHAapTy

BucHoBok cy0’exkta mepeBipku HarioHanbHOro areHTCcTBa KBasiikariii
Bin 20 rpyarst 2023 poky TMpo MOTPUMAaHHS IIiJT Yac TMIATOTOBKH TPOEKTY
npodeciifHoro  craHmgapry  «AyauTop  iHpoOpMamidHUX ~ TeXHOJOTiH (3
kibepOesmnekn)» BUMor I[lopsigky po3poOsieHHS, BBEACHHS B IO Ta TMEPETIISIy
npodeciiiHuX cTaHgapTiB, 3aTBEpIKEHOro mocTaHoBoro Kabinety MiHicTpiB
VYkpainu Big 31.05.2017 p. Ne 373).

4. PekBIi3UTH BHCHOBKY penpe3eHTATHBHUX BCEYKPAIHChKHMX 00’ €IHAHD
npogeciiHUX CHOIIOK HAa Trajy3eBOMYy PpiBHI NP0 TMOTOMKeHHS MPOEKTY
npodgeciiHOro CTaHIaApTy

BucHOBOK 110710 MOTOXKEHHS MPOEKTY MPO(ECIHHOTO CTaHAAPTY «AYIUTOP

1H(pOopMaLIHUX TEXHOJIOT1H (3 KibepOe3nekn )» [Ipodemnisikoro mpaliBHUKIB 3B’ 3Ky
Vkpainu (muctr Big 16.11.2023 p. Ne 01.2-14/136, nmocranoBa Ilpesuaii 1K
[Ipodcninku mpaniBHUKIB 3B’ 13Ky Ykpainu Big 16.11.2023 p. Ne [1-4-5r1).

VIII. Iata BHeceHHs npodeciiHOro cranaapry 1o Peecrpy

IX. PekoMengoBaHa aara neperJisiiy npoeciiiHoro cranaapry
Bepecenns 2028 poky.
3actymHuk ["onoBu [eprkcnenss’si3ky,

KEPIBHUK KOMIUIEKCHOI poO0YOi Irpym
3 po3poOKH Mpod)eCiifHUX CTAHIAPTIB

Onexcannap [TOTIN





