Ilpum. Ne

3ATBEPKEHO

Haka3 AnMinicTpanii Jlepcneuss’ 13Ky

K Aecsonesa 2022 poxy Ne 778~

Ipodeciiinuii crangaprt
«AAMiHicTpaTop Mepex i cHeTeM»

1. 3aranbHi BizomocTi npodeciiinoro cranaapry

1.1. OcsoBHa meTa npodeciiinoi aisJILHOCTI

BcTaHOBNEHHS Ta MiATPUMKAE MEpeX 1 CHCTEM, X KOHKPETHUX KOMIIOHEHTIB
(BcTaHOBNEHHs, KOHMIrypyBaHHA 1 OHOBJCHHS AamapaTHOIO Ta IPOTrPaAMHOrO
3a0e3neueHns, o6cayroByBaHHa 0a3 JaHWX, CTBOPEHHS Ta YIPaBIiHHA
OOJIKOBMMH 3alicaMi KOPHUCTYBadiB, Hariag abo BHKOHAHHS pe3epBHOIO
KOMIIOBAHHSA Ta BiAHOBIEHHS, BIPOBAJPKEHHS ONEPaTHBHOTO Ta TEXHIYHOrO
KOHTPOJIKO Oe3MeKkH; ZOTPUMAaHHA MOMITHK i mpouexyp 6e3nexu opraHizamnii Touo).
AInMIHICTpYBaHHS CHCTEMH YIIpaBNiHHA JaHUMH, IO JO3BOJSIOTH Oe3redHo
36epirati, o6pobIATH, 3aMUTYBATH, 3aXUIIATH T4 BUKOPHCTOBYBATH JaHi.

1.2. Ha3Ba BHAY €KOHOMI4HOI XiAJIBHOCTI, cekUii, po3ainy, rpynn Ta
KJIacy eKOHOMIYHOI MisuibHocTi Ta ixHiit koa (3rizwo 3 Hamionaasnum
kilacapikaropom Ykpaian K 009:2010 «Knacudikanis BuaiB ekoHOMiYHOT
AiSLILHOCTI»)

Cexknisg | Indopmanis ta | Posmin | Komn’rorepre | I'pyna | Komn’rotepHe mporpamyBasus,
J TEeNEKOMYHiKamii | 62 nporpaMyBaHHs, | 62.0 |KOHCYIbLTYBAaHHA T MOB’g3aHAa 3
KOHCYJIETYBaHHSA HHMH JisUIBHICTH

b}
TaToB f3aHa3 | Knae | Komm’totepHe nporpaMmyBaHAs
HUMH JISUIBHICTE | 62,01

Knac KoHcyneTyBaHHA 3 THTaHb
62.02 indopMmaTH3anii

Knac HisneHICTS 13 KEpyBaHHSA
62.03 |xoMI'IOTEPHHM YCTAaTKyBaHHAM

Knac Inma gismbHIiCTS y cdepi
62.09 | indopmaniiHuX TEXHONOTIH i
KOMII'JOTEPHUX CUCTEM

Po3ain Hamanns I'pyna Obpobnenns nanux,
63 inpopmauitiux | 63.1 po3MimmneHHs iHdopmMaii Ha
OCIIYT BeO-By37ax 1 IIOB’s13aHa 3 HUMH

JiSNBHICTD; BEO-IIOPTATH

Knac OO0pobeHHs NaHuX,

63.11 po3MiineHHs iHGopMaLii Ha

Be0G-By3nax 1 MOB’si3aHa 3 HUIMHU
JiSNBHICTD

Kuac Be6-nopranu
63.12
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Ceknin | Ilpodeciiina, | Pospin [Inmma npogeciiina,| I'pyna | Inina npodeciiina, Haykosa Ta
M HayKoBa Ta 74 HAYKOBa Ta 74.9 TEXHIYHA AiSUTBHICTD, H.B.1.Y.
TEXHITHA I Knac | Imma npodeciiina, nayxosa ta
ALLILHICTS ALANBHICTD 74.90 | TexmiyHa FiANHHICTE, H.B.1.Y.

1.3. Hazsa Buay mnpodeciiinoi aisnbHocTi Ta T ko (@rigHo 3
Hagionanbuum kaacudikaropom Ykpainu AK 003:2010 «Kanacudikarop
npodecii»)

Pozain Kaac Hipxnae
2 213 2139
ITpogecionamu | Tlpodecionanu B rany3i oGuuciens [Ipodecionanu B iHUIHX raiy3sax
(xoMn1’ roTepu3aliil) obuucneHp (KOMII roTepHu3arii)

1.4. Haszsa mnpodecii (npodeciiinoi nHazpn poboru) Ta Wi Kox (3riagno 3
Hanionanbanm knacugikatopom Ykpainn JAK 003:2010 «Knacudikarop
npodecii»)

AnmMiHicTpaTop Mepex i cucrem 2139.2.

1.5. IIpodeciiina kpanidikauis

Mononmuii agminicrpaTop Mepex i cucrem (TpyaoBi GyHkuii A, b, B, I).

AnMiHICTpaTop Mepex 1 cucreM (TpyaoBi Gyukiii A, B, B, I, ).

ITpoBigHUi agMiHicTpaTop Mepex i cucteM (Tpyaosi ¢yukuil A, b, B, I', 11,
E).

1.6. Micue mnpodecii (mmocagn, mnpodeciiiHoi Ha3BH podoTH) B
oprasizaniifHo-BUpPOOHHYIH CTPYKTYPpi nianpuemMcersa (YCTAaHOBH, OpraHizaiii)

O6iitMae nocay MOJOOIIHE aJMIHICTpATOP MEPEX 1 CHCTEM, aIMiHICTpaTopa
MEpEeX 1 CUCTEM, IIpOBiIIHOI‘O ajIMiHICTpaTOpa MEpeX i CUCTEM.

Monoammii a;[MlchpaTop Mepex 1 cucTeM, aIMIHICTPATOP MEPEX 1 CHCTEM,
HpOBl):[HPII/I aZMIHICTpAaTOp Mepex 1 cucreMm Oe3rnocepeaHbo HI,Z[HOpﬁ,Z[KOBaHI/IH
KEPIBHUKY MPOMINBHOTO CTPYKTYPHOro migpo3ainy (abo ynoBHoBaxeHi# ocobi) B
CTPYKTYpPHHX HiApO3Ailax HIANPUEMCTBA/OpraHizailii, HpoQuUIbBHUX CTPYKTYPHHX
AIAPO3AINaxX MianpUeMcTBa/opranizauil 13 3axucTy iHgopmalilii Ta xibepbesmnekn,
OpoUIBHUX HayKOBO-JOCHIZHHMX YCTAHOBaX, IiJIPUEMCTBaxX/OpraHizamnisax, ki
pPeaTi3oByIOTh a00 3aCTOCOBYIOTH (PYHKIIT 3aXucTy iHbOpMalii, BCTAHOBIEHHS Ta
HMIATPUMKH Mepex 1 CHCTeM, 1X KOHKPeTHHX KOMITOHEHTIB, aIMiHICTPYBaHHS
CUCTEMM YINPaBIIHHS JaHUMH, 1110 JO3BOIAIOTE Oe3ledHo 30epiraTH, 3allMTyBaTH,
00poOIIATH, 3aXUILATH Ta BUKOPUCTOBYBATH JaHi.

Poboue Mmicue po3ramoBaHo y npuMimeHHi (kabiHeTi, kiMHaTi, 1abopatopii,
NpUMIIIEHH] 0GYHCTIOBATBHOTO LIEHTPY) BiAMOBITHOTO i ANPUEMCTBa/Opranizamii/
YCTAHOBH.

1.7. YmoBn npani
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Tpusanicte poGodoro [acy Ta 4Yacy BIIOYMHKY — 3TIIHO 3 YMHHUM
33KOHOAABCTBOM, rpadikamu poboTH Ta BIAMOYMHKY, NPaBUIAMH BHYTPIIIHBOIO
TPYAOBOTO PO3MOPSAIKY, KONIEKTHBHUM JOTOBOPOM.

BianmycTkd HafamOTh 3TiJHO 3 YWHHAM 3aKOHOAABCTBOM, KOJIEKTHBHUM
KOroBOpOM, rpadikaMy HaJaHHA BIAMYCTOK Ta 3a pe3yAbTaTaMu arecrauil
pob0YOTO MiCIlT 32 YMOBaMHU Mpalli.

PoGota B oxpeMmMHX BMIIajgKax IOB’sS3aHa 31 IWIKIIIMBHMH YMOBaMH Ipaili.
ITinkru Ta xoMreHcalii BCTaHOBIIOIOTE BiANOBIAHO 0 YHHHOI'O 3aKOHOJIABCTBA Ta
KOJICKTHBHOT'O JIOTOBODY.

1.8. lokymeHTH, IO NiATBEPIKYIOTH mnpodeciiiHy Ta  OCBITHIO
kBajidikauiro, il BigvecenHss A0 piBHa HaunionaabHoi pamkn kBagigikaniii
(HPK)

Hns xsanigikanmii «Moytoammwii afMiIHICTPATOP MEPEXK 1 CHCTEM:

aunnoM OaxanaBpa 3a OyAB-SKOXO 13 IIECTH CHCIiaTbHOCTEH raily3i 3HaHb
12 «Iadopmaniiini texuosorii» (6 pieear HPK), a Ttakox csimourBo mpo
HPUCBOCHHS (MIABULICHHS) KBalidikanii «MoJoAmuiA aJMiHiCTpaTop Mepex i
cucreM» abo I1HMIMH NOKyMEHT, M0 MiATBEp/PKye mpodeciiiHy Kpatidikalio
«Mostoamuii aAMIHICTPaTOP MEPEXK i CUCTEMM.

Jlnsa ksamigikamidi «AamiHicTpatop Mepex 1 cucrem» Ta «lIpoBiguui
AAMIHICTPATOP MEPEeX 1 CUCTEMN:

JUIUIOM MaricTpa 3a OyIb-fSKOK i3 WIeCTH creulajbHOCTEH Trany3i 3HaHb
12 dJupopmanifini Texnosorii» (7 pisens HPK), a Taxox cBinonrso mpo
NPUCBOEHHS (NLBUIICHHS) KBanidikamil «AIMiHICTpaTOp Mepex i cucrem» abo
IHIUMM HOKYMeHT, IO IiATBep/Kye mpodeciiny kpalidikaiio «AAMiHICTpaTOp
MEPEXK 1 CUCTEMY;

ab0 CBIJONTBO MOpO TNpPHCBOEHHA (I BHUICHHs) KBanhiikanii «IIpoBigHuii
aJMIHICTpaTOp Mepex 1 cHcTemM» abo IHIMUH JAOKYMEHT, 110 NiATBEPIXYE
npodeciiiHy kBanipixanio «IIpoBigHull aIMiHICTPATOP MEPEX | CUCTEMD.

Monoxgmuii anminicTparop Mepex i cucteM — 6 piserb HPK.

AnMiHicTpaTop Mepex i cucTteM — 7 piBedb HPK.

ITpoBinuui anMmizicTpaTop Mepex i cucreM — 7 pisenb HPK.

2. Hagyanns Ta npodeciiiHuii po3BHTOK

2.1. llepeunHa npodeciiina miaroroska (Ha3pa KBaJidikaiii)

Mg keamidikauii «Momogmuif  aaMiHICTpaTOp MEpeX 1 CHCTEM» —
NiAroToBKa Ha nepmoMy (bakanaBpchrKOMY) pIBHI BHIIOI OCBITH 3a 0y[b-gKOIO i3
NIECTH crenialbHOCTel ramysi 3Hadb 12 «lHQopMaliiHi TeXHOIOTi».

Jis  xBamidikaiii «AaminicTpatop Mepex 1 cucteM» i «[lpoBimHui
agMIHICTPAaTOp MepeX i CUcTemM» — IJAroTOBKa Ha Jpyromy (MaricTepcbKoMy)
piBHI BuLOi ocBiTH 3a cnemianpHictTio [25 «Kibepbesnmeka» ramysi 3HaHb
12 «IndopmaniiifHi TEXHOIOTI.

2.2. Hiapumennn xkpajigikauii 3 NPUCBOEHHSM HOBOIO PIBHA OCBITH
(nmazpa kBaJaigikanii)
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ITizenmenns npodeciitHol kpamipikanii «Moroammit ajMiHIcTpaTopa Mepex
i cHCTeM» HUIAXOM TArOTOBKH Ha APYToMy (MaricTepchbKoMmy) piBHI BHILOI OCBITH
3a  criemianeHicTio 125 «KiGepGesrnieka» ranysi 3uans 12 «[Hbopmaniiiai
TEXHONOTI».

2.3. HixBuutenna kBajigikanii 6e3 NPUCBOCHHS HOBOrO piBHA OCBITH
(nasBa kBanigixkauii)

Iinsumenns npodeciiinoi kpanigikanil «IIposignuil aaMiHicTpaTop Mepex i
CHCTEM» 3a HagBHOCTI TNpodeciiiHoi kBanidikauii «AAMIHICTpaTOp Mepex i
cuctem». CTax poOOTH — He MEHIIE IBOX POKIB.

3. HopmaTuBno-npaBoBa 02a3a, mo peryjwe Bianopiany npodeciiiny
JINbHICTD

Koznexc 3aKkoHiIB 1po npaigo YKpaidu.

3akoH Ykpainu «IIpo 3axucT npaB cooXuBaviBy.

3axon Yxpaiau «IIpo indopmarizoy.

3axoH Ykpainu «Ilpo gepxaBHy TaEMHHUIIIO.

3akoH Ykpainu «Ilpo 3axucr indopmaiiii B iHpopMaliiiHO-KOMyHIKaliHHAX
CHCTEMAaX».

3akoH Ykpaiau «[Ipo 3axuCT mepcoHaIbHUX TAHNX.

3akoH Yxpaiau «[Ipo goctyn no my6mniuHoi iHGopMarii».

3akoH VYkpainu «IIpo ocHOBHI 3acagu 3abesniedeHHs KibGepOesnexku
Yxpaiuu».

3akoH Ykpainu «I1po enekTpoHHi1 AOBipUi TIOCIYTHY.

3axoH Ykpaiuu «IIpo HalioHanbRy 0e3neKy YKpaiHuy.

3akoH Ykpainu «lIpo eneKTpoHHI KOMYHIKAIII».

3axoH Ykpainu «I1po nyOniyHi eIEKTPOHHI PEECTPU.

Vka3 Ilpesugenta Ykpainu Bin 01.05.2014 p. Ne 449 «IIpo pimienHs Paan
HalioHanbHOT Oe3nexu 1 oboporu Ykpainu Big 28 xBiTHsA 2014 poky «IIpo 3axonu
I{OJI0 BAOCKOHAICHHS (OpMyBaHHS Ta peatizanii JepaBHOI MONITHKH y chepi
1H(popManiiHol Oe3nexy Y Kpaiuw».

Yka3 [Ipesunenra Ykpainu Big 26.08.2021 p. Ne 447 «Ilpo piwenns Panu
Hal(loHaNbHOI Oe3nexu 1 obopoHm Ykpaiamm Big 14 tpaBHa 2021 poxy «IIpo
Crpareriro kibGepbesmexa YkpaiHuy.

ITocranosa Kabinery MinictpiB Ykpainu Bix 19.06.2019 p. Ne 518 «IIpo
3aTBEp/DKEHHS 3aralibHUX BAMOr 3  Kibep3axucty OO’€KTIB  KPUTHYHOIL
1HGPACTPYKTYPU».

[Tocranopa Kabinery MinictpiB Ykpaiuu Bin 23.12.2020 Ne 1295 «/lesxi
nuTaHHs 3a0e3nederHs] (DyHKIIOHYBaHHS CHCTEMH BHSIBIEHHS Bpa3lMBOCTEH 1
pearyBaHHS Ha KiOepiHUU/IeHTH Ta KibepaTakuy.

Ilocranosa Kabinetry Minictpis Ykpainu Big 29.12.2021 p. Ne 1426 «IIpo
3arBepKeHHs [Ioo)KeHHs po opraHizali HHO-TEXHIYHY MOAENH KiOep3axUCTy».

IToctanosa Kabinetry Mirictpis Ykpaiau Big 29.03.2006 p. Ne 373 «IIpo
3aTBep/KeHHs IlpaBmr 3abesmeueHHst 3axucTy iHQopmaril B iHbopMaLiWHHX,
eNeKTPOHHUX KOMYHIKaIiHHEUX Ta iH(OopMalliitHO-KOMYHIKaIHHAX CHCTEMAX».
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Haka3z Aaminictpanii Jepxcreiss’ssky Bin 15.01.2016 p. Ne 20 «lpo
3aTBepKeHHs [IOpsAAKy CKaHyBaHHS Ha I@pelMeT Bpa3lMBOCTI JACPIKaBHUX
iHpOpMAIlIHHUX pecypciB, pO3MINIEHMX B IHTEepHETI», 3apeecTpoBaHUU B
Minictepcrsi roctruii Ykpainu 05 motoro 2016 p. 3a Ne 196/28326.

Haka3z Anminictpauii Hepxcneuss’ssky Bix 26.03.2007 p. Ne 45 «IIpo
3arBep/KeHHs [lopsiaKy OHOBIEHHsS AHTHUBIPYCHMX NPOrpaMHUX 3acobiB, sKI
MalOTh TIO3UTHBHUM eKCHEpPTHWH BHMCHOBOK 3a pe3ysjbTaTaMH [Jep)KaBHOI
eKCIEePTH3H B cdepax TEXHIYHOTO 3axXUcTy iHpopMmallii», 3apeecTpoBaHUA B
Minictepersi roctnail Yikpaiun 10 kBitus 2007 p. 3a Ne 320/13587.

Haxa3 Jlep>xaBHOro xomirety YkpaiHu i3 Harismy 3a OXOpPOHOIO Tiparli BiX
21.12.1993 p. Ne 132 «llpo [Ilopsimox omnpallfoBaHHS 1 3aTBEPMKEHHS
pobOTONaBIEM HOPMAaTHBHMX aKTiB 3 OXOPOHM mpaili, IO MAiloTh Ha
NiIIPHEMCTBI», 3apeecTpoBanuii y MiHicTepeTsi roctumii Yipainu 07.02.1994 Ne
20/229.

Haka3 Komitery 13 Harnsgy 3a oxopoHoro mpani MiHictepeTBa mpari Ta
coliagpHO! NOMTHKA Ykpainu Bijg 09.01.1998 p. Ne 4 «Ilpo 3arBepmxeHHs
ITpaBun Oe3nevyHol eKCIulyaranii €JIEKTPOYCTaHOBOK CTIOXKHBAYiB»,
3apeecTpoBaHnii B MiHicTepcTBi roctrilil Ykpainu 10.02.1998 p. Ne 93/2533.

Hakas KomiteTy no narmsiay 3a oxopoHoro mpaui MiHictepcTBa mpaill Ta
colijanbHOl MOMTHKM YKpaiu Bin 29.01.1998 p. Ne 9 «IIpo 3arBepmKeHHS
ITonoxenHs npo po3poOKy IHCTPYKUIH 3 OXOpPOHHM Tpaii», 3apeecTpOBaHUN Yy
MinicrepcTBi roctunii Ykpaiau 07.04.1998 p. Ne 226/2666.

HopMaTyBHI JOKYMEHTH B rajiy3i TEXHIYHOTO 3axucty inbopmauii (ram — HJ
T3I) ta nepxaBHi crapgaptd Ykpainu (mami — JICTY) cTOCOBHO CTBOpPEHHS 1
¢yukuionyeanas KC3I, rany3egi craHgapTy BiJIITOBIHOrO CIIPSMYBaHHS.

3aranpHl  TpUHIMOWA  JUIS  TIOCWICHHS  KiOepOesnmekm  KpHUTUIHOL
inppactpykTypn (Framework for Improving Critical Infrastructure Cybersecurity).

Hopoxns kapra NIST juis  nocuseHHs  KibepOesneku  KpUTHYHOL
indbpactpyktypn (NIST Roadmap for Improving Critical Infrastructure
Cybersecurity).

IHi1i HOpMATUBHO-TIPABOBI, HOPMATHBHO-TEXHIYHI Ta HOPMAaTHBHI aKTH, fKi
pernaMeHTyIOTh TUTAHHS aJIMIHICTPYBaHHA MepeX 1 CHUCTEM.

4. 3aranabni KOMINETEHTHOCTI

YMmoBHe
MO3HAYCHH 5T

3araJibHi KOMNETEHTHOCT

3K.01 3MaTHICTh AIATH COMIAIBHO BiAMTOBIAANBHO Ta IPOMAJICEKO CBIIOMO

3K.02 31aTHICTh 3aCTOCOBYBATH 3HAHHA Y IPAKTHYHUX CUTYALifX, PO3B’ A3yBATH
3aBRaHHA/3a4a4i Ta NPaKTRuHi npobieMu y nupodeciinii AisnbHOCTI

3K.03 3MaTHICTH OMIHIOBATH Ta 3a0e3MevyBaTH SKICTh BUKOHYBAHUX pOOIT

3K.04 3naTHICTh 10 abCTPaKTHOTO MUCICHHS, aHani3y Ta CHHTE3Y, BIATHCA 1 OyTH
Cy4acCHO HaBYEHUM

3K.05 3paTHICTE [0 aganTauii Ta i y HoBii cATyanii
3K.06 3nparHicTs 10 BROOPY CcTpaTerii CuiIKyBaHHs, IPAIOBAaTH B KOMaH 1
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3K.07

3aTHICTD CITIJIKYBAaTHCS PiHOKO MOBOIO K YCHO, TaK i IIECbMOBO, CIUIKYBaTHCH
IHO3EMHOK MOBOK (II€PEBAXKHO aHTIIHCHKOIO) Ha piBHI, Mo 3abe3nedye
epexTrBHY NpogeciiiHy NisSIbHICTD

5. Ilepenixk Ttpyaosux ¢yHkuiii (mpodeciiHHX KomuIeTeHTHOCTEl 3a
TPYAOBOIO Ai€10 a0 rpynoi TpPyAOBHX AiH, MO0 BXOAATH A0 HHX), YMOBHI
O3HAYEHHS TPYAOBHX QYyHKUiH

e . . YmoBHe
YmoBHe . .. | Hpogeciiini xomneTenTHoCcTi (32 TPyAOBOIO
Tpyaosi pyHknii . o nozyHayve
NO3HAYEHHS nicro 260 rpyno TpyaoBux i) s
A [MinroToBka no 37aTHICTE NepeBipITH NPHAATHICTD, Al
pobOOTH CHCTEM i (yHKIIOHAIBHICTD, UIJHCHICTH Ta €)EeKTUBHICTD
Mepex 010 arapaTHoro 3ade3neUeH s CHCTEMH Ta MePesKi
3axMCTy iH¢opMalil (Mmoo 3axHCTy iHpopmanii
BIATIOBIZHO 1O 31aTHICTE PO3POCIIATH Ta JOKYMEHTYBATH A2
TIOTITAKH CTaHJapTHi omepaliitsi nporexypu
UIHHPI.*IGM?_?BE‘/ aJMiHICTPYBaHHA CHCTEM LIOJIO 3aXHCTY
opramizarii indopmanii
31aTHICTh KOHTPOJIIOBATH IPOIIEC A3
BCTAHOBJICHHS, BIPOBAKCHHS Ta
HaNaTyBaHHSI KOMHOHEHTIB CHCTEMU LIOJ0
3aXHCTy iH$opMartii
b CynpoBogxenHs/  |37aTHICTH yNpaBISITH CHCTEMHHAMH/CEPBEPHUMH b1
aIMiHICTPYBaHHS  |pecypcaMu, BIUIIOUHO 3 MPOIYKTHRHICTIO,
JUSTBHOCTI CHCTEM 1 {€MHICTIO, JOCTYIHICTIO, PEMOHTONPUIATHICTIO i
MeEpexX moxo 3/IATHICTIO BIAHOBJIOBATHCH
3axucTy IHOPMALIT |31aTHicTE AOTPEMYBATHCA CTAHAGPTHIX b2
mﬂnp{’mM‘iTBa/ omnepaifHuX TpoUeayp aAMIHICTpyBaHHS
OpraHizaiin CHCTEM MANMPUEMCTBA/OpraHi3ailil
31aTHICTE BIIPOBA/KYBATH Ta 3a0e3neuyBaTH B3
BUKOHAHHS NIOJITHK i IPOUERYP BUKOPUCTAHHS
JIOKaBHOT Mepexi
B AamiHiCTpYBaHHS  |3RarHICTH MOHITOPHUTH 1 IATPHMYBATH Oazn B1
6a3 nanmx JAHHX 3 METOO 3a0e3leue s IXHb01
ONTUMATLHOI IPOYKTHBHOCTI
31aTHICTH BUKOHYBATH pe3epBHE KOMitoBaHHA Ta! B2
BIIHOBJICHHS 0a3 JaHux s 3a0e3neyeHHs
IUTICHOCTI JaHUX
3/aTHICTh MiATPUMYBATH [IPOTpaMHe Ta iHIle B3
3abe3neueHHs CUCTEM YIPaBIiHHA 0a3aMu
aHHX
’3-ﬂaTHiCTI> BNpOBaJXyBaTN CTaHAapTH B4
yNpaBliBHA JAaHAMH, BHMOTH i crienu@ixanii
r O6cnyroByBanHs, |31aTHICTL TPOBOJWTH TIEPIOIUYHE 1
BCTAHOBJICHHS Ta  |0DCIYrOBYBaHHS CHCTEMH Ta MEPEXKI
OHOBJIEHHA 3paTHICTH BUPIIIYBATH POOIIEMH 3 2
CHCTeM/CEPBEPIB |anaparmmM/iporpaMHuM inTepeiicoM Ta
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npoOneMy CyMICHOCTI

JiarsoctypaHHs 3/1aTHICTH JIIATHOCTYBATH HECIIPABHE allapaTHe A1
HECUPaBHOTO 3abe3nedyenHs CHCTEMH/CepBepa
anapaTHOro
3abe3nieueHHs
CHUCTEMH/CepBepa
Koopannamnis 31aTHICTh HANAMITOBYBATH Ta ONTUMI30BYBATH El
JIsUTBHOCTI 3 MepeXeBi KOHIEHTPATOPH, MapLIPyTU3aTOPH Ta
aAMIHICTPYBaHHA  |KOMYTaropH
MCPEX 1 CHCTEM 3naTHICTS AlarHOCTYBaTH IpobIeMy E2
TiAKITIOUEHHS 10 MEPEXKi
3/aTHICTH TECTYBATH Ta MIATPAMYBATH E3
MEpexeBy 1HQPacTPYKTYPY, BKIIOYHO 3
NPOrpaMHUM Ta alapaTHUM 3a0€3MeYCHHAM
3maTHICTL Ha/laBaTH peKOMEHAIIIT 3 E4

KibepOe3nekHu KepiBHUITBY HA OCHOBI 3HAYHHX
3arpo3 1 Bpa3nuBOCTEH




6. Onuc TpyaroBux ¢ynkniit (Tpynosi ¢ynkuii; npeamern i 3acobu npaui (061a1RANHS, YCTATKYBAHHS, MaTepiaid,
NPOAYKTH, iHCTPYMENT; npodeciiini KOMIETEHTHOCTI (32 TPYAOBOIO Ai€l0 260 rPYNOI0 TPYAOBHX Jili), 3HAHHA, YMiHHS Ta
HABHYKH)

Tpyaogi ¢ymxuit

IIpeameTn i 3acofu mpaui
(oGnaguanns,
YCTaTKYBaHHS, MaTepianu,
NPOAYKTH, iIHCTPYMEHTH)

Hpodeciiini
KOMIICTEHTHOCTI (32
TPYAOBOIO Ji€10 260

IPYIo0 TPYAOBHUX Hifi)

3uauns

YMminnsg Ta HaBHUKH

A. Tligroroska mo
poOOTH CHCTEM 1
MEPEIK MO0 3aXUCTY
iHpopmart
BiANOBITHO JIO

O THKH
DLANPHEMCTBA/
oprauizauii

Hopmatusri akth,
TPOTOKOJIH, CTaHIapTH T4
ceptudiKaTH BiAOBITHOIO
CIPSIMYBaHHS,
KOMIT'IOTEepHE, IPOrpaMHe Ta
iHIIE TeXBiKO-TEXHOJIOrUHE
3a0e3MeyeH s,

olnepaniitHi Ta IHUI CHCTEMM;
IHTEPIPETOBaHI 1
KOMITiIbOBAHL KOMII FOTEPHi
MOBU;

KOMIT IOTEPH) aJITOPUTMH,
AITOPUTMHA WU (PYBAHHS;
0asH JaHwuXx;

1HIII TpeMeTH Ta 3aco0u
Tpaui, HeoOXiaHl Wi
AIMIHICTPYBAHHS CHUCTEM i
Mepex

Al. 3natHicTH
NEPEBIPATH NIPUIATHICTD,
GYHKIIOHATIBHICTE,
ITICHICTE Ta
eQeKTUBHICT
arapaTHoro
3a0e3MeYeH s CUCTEMHU
Ta MEpEeXI MO0 3aXUCTY
iHdopmami

Al.31, Konuenuii Ta npoToxo/u
KOMII FOTCPHHX MEPEeIK, a TAKOXK
METOAO0MOTI] 3a0e3meueHHsI
MepexeBol Oe3nexu

A1.32, [HCTpyMeHTH T4 METOAMKY
HAJAIITYBaHHA MPOLYKTUBHOCTI
KOMIIOHEHTIB CHCTEMH

A1.33. Teopii, kounemnuii Ta
METOAM AAMIHICTPYBAHHSA CePBEPIB
1 IPOEKTYBAHHS CHCTEM

A1.34. IncrpyMeRTANBHI YTHIITH
JJ1s Mepesxi (yTuita ping,
TpacyBaHH# (TIPOKJIaIKa)
MapupyTy, nslookup)

A1.35. 3aco0u miarHoCTUKH
CUCTEM/CEPBEPIB 1 METOAUKH
BU3HAYCHHSA HECIIPABHOCTEN

Al.Y¥1. Kopucrysarucs
3araTbHONOCTYTHUMHU
MEPEKEBUMH IHCTPYMEHTaMH
(ping, traceroute, nslookup)
A1.¥Y2. [iarnocTyBaTti
HEeCIIpaBHi CHCTEMHI
KOMIIOHEHTHU {CepBEPU)
A1.¥Y3. Bcranopnosaru
OHOBNEHHS CUCTEMH Ta
KOMITOHEHTIB (CepBepiB,
IIPHCTPOIBR, MEPEIEBHX
IIPHCTPOIB)

A2. 3nmaTHicTh
po3pobaaTy Ta
JOKYMEHTYBaTH
CTaHJAPTHI onepartiiiai
IpONEAYPH
aZMIHICTPYBaHHS CUCTEM
W00 3aXUCTY

A2.31. IIpouecu ynpaBiiHHsL
pU3HKaMH (METOJIB OLIHKH Ta
3HIDKEHHS PU3NKIB)

A2.32. 3akoHH, HOPMATHUBHI AKTH,
TIOJITHKH 1 €TUYHI HOPMH, i sIK
BOHM I10B’s132aHi 3 KibepOe3neko
Ta IIPUBATHICTIO

A2.Y1. 3acTocoByBarn
IPHHUMITE KibepOesneku Ta
IIPUBATHOCTI IIpH (hOpMyBaHHI
BUMOT OpraHi3auil (¢ToCOBHO
KOH(DIAEHIIMHOCTI, LITICHOCTI,
JIOCTYITHOCTI, aBTeHTHGIKALIT Ta
HECTIPOCTOBHOCTI)




Tpyoosi ¢pyuxmii

Ilpeamern i 3acobn npani
(obnapnanus,
YCTATKYBAaHHS, MAaTepiaan,
NPOAYKTH, iHCTPYMEHTH)

IIpodeciiini
KOMIICTERTHOCTI (32
TPY/AOBOIO Jici0 a0

IPYIOX0 TPYAOBMX Aiii)

3uanun

YMinug Ta HaBuYKu

iHdopmaii

A2.33. [Tpunuunu kibepbesnexn ta
IpUBATHOCTI

A2.34. ApxiTektypa
iHopManiiiHux TexHOIOTiH

i ANpUEMCTBA/OpraHi3aiiii

A2.35. lToniTuka 6e3mexu
KOpUCTyBa4a OpraHizamii, mo
BHKOPHMCTOBYE iH(GOpMALiHHI
TEXHONOT1 (CTBOPEHHS 00IKOBOIO
3alluCy, IpaByUsia Mapois,
KOHTPOIb AOCTYILY)

A2.36. Meronuku
aJMIHICTPYBAHHS CHCTEMH, MEPEKi
Ta 3aXUCTY ONEPALIAHUX CHCTEM
A2.37. [Ipouecu rnipoeKTyBaHHSA
MEPEX, BKIIOYHO 3 PO3YMIHHIM
e CHCTEMH Oe3Meky,
OIepaliiHuX LineH 1 KoMIpomicis

A2.Y2. HanamroByBatu Ta
BHKOPHCTOBYBATH IPOTpaMHi
3aCO0H 3aXUCTY KOMIT'IOTEPIB
(mporpamHi GpineTpy,
aHTUBIPyCHA IIporpamMa i
aHTUONTHTYHCBKE POrpaMHe
3abesneuenys (oani — [13)
A2.Y¥3. [IpoBoautn
IIaHyBaHHsL, YIpaBIiHHS Ta
00CTyroByBaHHs
CHCTEM/CepBeEpIB

A2.Y4, 3acrocOBYRATH IPHBIMITH
kibepOe3neku Ta MpPUBATHOCTI IPH
(GopMyBaHHI OpraHizaliHHX
BHMOT (1110 CTOCYIOTHCH
KOH(IEHIIHHOCTI, ULTICHOCT],
JOCTYITHOCTI, aBTeHTH(IKALIT Ta
HECIIPOCTOBHOCTI )

A3. 31aTHICTE
KOHTPOJIOBATH MPOLIEC
BCTAHOBJIEHHS,
BIIPOBAIKEHHS Ta
HaJATyBaHHA
KOMITOHEHTIB CHCTEMH
OO0 3aXHUCTY
iHpopMaIil

A3.31. Onepauiitai cuctemu
A3.32. TexHonorii nepeaanys
ronocy 4epes IP (VoIP)

A3.33. Texuosnorii 3armcy
nepenaBanux curHaiis (bluetooth,
pajgiodacToTHa ifeHTUdiKais
(RFID), mepexi 3 indpadepBoHuM
nianazoHoM nepenadi (IR), Wi-Fi,
IEHIXUHIOB] CHCTEMU NIepEeIaHHs,
CTINTBHUKOBI CHCTeMH MOBIIBHOrO

A3.Y1. [IpoBOAMTH MOHITOPHHT
Ta ONMTUMI3ALiI0 podoTH
CHCTeMH/cepBepa

A3.V2. 3nificHioBaTi
LaerTUiKALiIO Ta
IIPOrHO3YBaHHS
crucTeMHoil/cepsepHoi poboTH,
JOOCTYITHOCTI, MOXJIABOCTeH abo
NpoGeM 3 HATAMTYBaHHAM

A3.¥3. CreoproBatu cxeMu
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Tpyaosi ¢yHskumii

IIpeamern i 3acobu nmpani
(o0nanHanng,
yCTaTKyBaHHsl, MATEpiai,
IPOAYKTH, IHCTPYMEHTH)

Hpodeciitni
KOMIIETEeHTHOCTI (32
TPYAOBOIO Ji€lo a0

rpynox TpyaoBHX Jiii)

3uannsa

YMiHHS Ta HABHYKYH

3B’A3KY, RHTCHU CYILYTHHKOBOTO
3B 513KY, MOJOCOBHIT 3B’ 130K
(VoIP)) Ta MeTOUKH «IICPELIKOAY,
sIKi 3a6€31eUyIOTh NepeIaHHs
Hebaxxaroi iHdopmMail abo He
JIO3BOJISIFOTH IHCTATHOBAHUM
cHcTeMaM (PYHKIIOHYBATH
KOPEKTHO

A3.34. IpyHUHTH Ta METOAM
iHTerpallii CHCTEMHNX
KOMITOHEHTIB

MapIIpyTH3alii

A3.Y4. BukopucroByBatTy
BipTyanbHi Mamuny (Microsoft
Hyper-V, VMWare vSphere,
Citrix XenDesktop/ Server,
Amazon Elastic Compute Cloud)
A3.YS5. Excnuiyatysaty
Mepexese 00JIaIHaHHS,
BKJIIOYHO 3 KOHIUEHTPATOPaMH,
MapIIpyTH3aTOpaMH,
KOMYTaTOpaMH, MOCTaMH,
cepBepaMu, 3acobaMu
NiepeNaHHs Ta BiAIOBIAHAM
anapaTHuM o0JiaTHAaHHIM

B. CynposomkeHHs/
aaMIHICTpYBaHHSA
IISTTBHOCTI CHCTEM i
MEpPEeX IOJI0 3aXHCTY
1 opmaii

i IpueMcTBa/
oprauizamii

HopmarupHi akTy,
TIPOTOKOJTH, CTAHNAPTH Ta
cepTH(iKaTH BiAIIOBIAHOTO
CIIPSIMYBAHHS;

KOMIT JOTepHE, TPOTpaMHe Ta
1HIIE TEXHIKO-TEXHOJOTIYHE
3abe3meycHHS;

onepauilisi Ta 1HIII CUCTEMH;
iHTEpuUpeTOBaHi Ta
KOMIIUTBOBAHI KOMII FOTEPHI
MOBH;

KOMIT IOTEPHI allTOPHTMH,
QIrOpUTMHU INHGPYBAHHS;
Oasu nauux.

b1. 3xatHicTh ynpaBnsTu
CHUCTEMHUMH/CEPREPHUMHU
pecypcami, BKIIOYHO 3
IPOJYKTHBHICTIO,
EMHICTIO, JOCTYITHICTIO,
PEMOHTOINPHIATHICTIO 1
3JIATHICTIO
BITHOBJIIOBATHCH

b1.31. INpusuuno Ta KoHUenii
MEPEKEBHX 3B’ 3KIB Ha JIOKATBHUX
i II06aMBHUX PIBHAX, BKIIOYHO 3
YIPaBiHHAM NMPOITYCKHOO
3aTHICTIO (TpadikoM)

b1.32. XapaxTepucTuku §isuyHux
1 BIPTyalbHUX eNeKTPOHHUX
3aco0iB 30epiraHys JaHux

b1.33. Texnonorii Bipryanizauii Ta
po3pobieHHs H NATPUMKH
BIpTYaNIbHUX MALIHH

B1.34. Teopis, konuenuii i MeToas
CHCTEMHOT iHXeHepil CHeTeM
b1.35. Metony, npuduunyg Ta

b1.V¥1. llixrpumysata 6a3u
JTaHUX (pe3epByBaHHS,
BIIHOB/ICHHS, BUJIAICHHS IaHHX,
daitmu mory TpaH3aKImi)
b1.V2. BuxopucroByBaru Ui
Ta 3aBAAHHS MiANPAEMCTRA/
Oprasizaii 1pu po3pobienHi Ta
MATPUMI apXiTEKTYpH CHCTEM
b1.V3. BcranosniosarH,
HaJalITOBYBAaTH Ta YCYBATH
HECNIPAaBHOCTI B KOMIIOHEHTaX
LAN ta WAN, Taknx sx
MaplipyTU3aTOPH,
KOHI[EHTPATOPH Ta KOMYTATOPH
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Tpypnosi ¢pynruii

Ilpepmern i 3aco0n npami
(obnaxHanus,

yCTaTKyBaHHsA, MaTepiaan,

NPOAYKTH, iHCTPYMEHTH)

Ilpogeciiini
KOMIIETEHTHOCTI (32
TPYA0BOK Jicx0 abo

rpyIno TpyAOBHX [iif)

3Hanus

YMminng Ta HaBHYKH

KOHUETUIT KOMYHiKalii, sKi

NATPUMYIOTE 1HDPaCTPyKTypy
MEpPEeKi

Bb2. 3parnicTs
JOTPUMYBATHACS
CTAaHJAPTHUX
onepauiifHUX Iponeayp
aIMIHICTPYBaHHI CUCTEM
i U pUEMCTBA/ Oprasizanii

b2.31. Kopriopar#gHi cucreMu
O0OMIHY MOBIJIOMICHHIMHU T4
BIANOBITHOTO [IPOrPAMHOTO
3abe3neyeHHs

B52.32. [IpuHuuns Ta MeTo 1
3abe3neueHHs Oe3mexn
iHpopMaLiiHUX TEXHOMOT1H
(MepexeBi ekparu, JIM3,

UM pyBaHHS)

B2.33. Ilporpama kiacuikauii
iH(popMalil i mpoLeayp PO3KPUTTH,
10 BUKOPHUCTOBYETHCS HA
MiAPHEMCTBI/B Opranizauii
b2.34. Konnenmii
aIMIHICTPYBAHHS CUCTEM

B2.¥1. HanatoByBaTy Ta
ontuMizyBatu [13

b2.¥Y2. PospoGisary,
OHOBIOBaTH Ta/abo
NIATPAMYBATH CTaHAPTHI
omnepauiiini nponeaypu (SOP)
B2.Y3. BuszHayaTy iHIUAECHTH,
npobaeMd Ta noAii B cucTeMi
00pOOKH 3BEPHEHD KJIIEHTIB
Bb2.Y4. AnvinicTpyBati
OTepaniiiHi CHCTEMH ( BEICHHA
OOJIKOBHX 3aMKCIB, PE3EPBHE
KOMiIOBAHHA JaHHX, MATPUMAHHS
IPOIYKTHBHOCTI CHCTEMH,
JHCTAJIALIS 1 HATAIITYBAHHS
HOBOTO anapatHoro/I13)

b3. 3nathicTs
BIIPOBA/KYBATH Ta
3abe3neuyBaTH
BHKOHAHHS IOJITHK 1
NpPOLENyp BUKOPUCTaHHS
JIOKAIbHOT Mepexi

b3.31. IToniTuka agMinicTpyBaHHS
OaHUX 1 CTaHIApTH3aNil JaHUX
b3.32. 3acobu KOHTPOIIO AOCTYILY
1o 6a3 Jasux, afanTHBHUX 0
PH3HKIB i 3aCHOBAaHMX HA IOJITHLI]
IiANPHEMCTBa/Opranizanii

b3.33. Cucremu ynpaBninas
Oazamy naHmx, MOBY 1100y I0BH
3AIUTIB, B3AEMO3B’ A3KiB MiX

b3.Y1. Bukopuctosysatu
IHCTPYMEHTH YIIPaBIIHHS
MEPEXEIO I aHAJIi3y CTPYKTYD
MepesxeBoro Tpadiky (mpocrtoro
IPOTOKOIY YIIPaBIiHHS
MEepEeKeI0)

B3.Y2. IlpoBoauty 3axuct
Mepexi Bi wkignusoro I13
(NIPS, 3axucT Bix mKimIHBOro
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Tpyaori ¢ynxnii

peamern i 3acobu mpani
(oOnagHaHud,
YCTAaTKyBaHH#A, MaTepiaju,
DPOAYKTH, iHCTPYMEHTH)

Hpodeciitui
KOMIIETEHTHOCTI (32
TPYA0BOIO Zi€io abo

rpynom TPYAOBHUX iii)

3Hannas

YMiHHS Ta HABHYKH

TaONKISIMY, YSBICHHS TaONU b

113, oOMexeHHs/3ano0iranys
BIUIMBY 30BHILIHIX OPUCTPOIB,
¢inbTpauii cramy)

B. AgminicTpyBanus
0a3 nanux

HopMmartusui akTH,
IIPOTOKOJIH, CTAHIAPTY Ta
cepTH(IKATH BIAIOBIAHOrO
CPAMYBAHHS;
KOMII'OTEPHE, NPOrpamMHe Ta
1HIIE TEXHIKO-TEXHONOTIuHE
3a0e3meueHHs;

6a3n naHux

B1. 3iatnicth
MOHITOPHTH i

I ATpUMYBATH 0231
JIaHHX 3 METOIO
3abe3nevYeHHs IXHBOI
OIITUMAJILHO1
MIPOAYKTUBHOCTI

B1.31. Mogu hopMyBaHHS 3aIIMTIB,
CTPYKTYpPOBaHY MOBY 3aruTis (SQL)
B1.32. Jxepena, XxapakTepuCTHKA
Ta NPAHIUNY 3aCTOCYBaHHS
aKTHUBIB JaHUX
IiAnprUeMCTBA/Oprayizanmii

B1.¥1. OntuMizoByBarn
NPOAYKTHUBHICTH 0a3y AaHUX
B1.Y2. IliaTpumyBartu ciyx0u
Katanoris (Microsoft Active
Directory, LDAP)

B2. 3naruicts
BHKOHYBATH Pe3epBHE
KOIIOBAHHS Ta
BIIHOBIIEHHS 6a3 1aHux
JuTs 3a0e3neyeHns
HITICHOCTI JaHuX

B2.31. lNpusuwpnu opranizaiii ta
GYHKIIOHYBaHHS CYYaCHHX
(aiinoBux cucteM, 36epiraHus
Cj1a0Ko- Ta CHIBHOCTPYKTYPOBAHUX
JaHUX Ta MeTaIanux

B2.32. CyugacHi i mepcnekTusHi
(GyHKIIT O€3[IEKH BIIHOBIEHHS
naHux B 0a3zax JaHux

B2.33. Pe3epBHe KomiroBanHs Ta
BIIHOBJICHHS JaHUX

B2.Y1. CteoproBaTy 3anut Ta
3BITH BiANOBIAHOTO
CIIPAMYBaHHS

B2.YV2. Po3noaiisti eMHOCTI
CXOBHINA [TPY MPOEKTYBaHHI
CUCTEM YIIpaBIHHS JaHAMHK

B3. 3patHicTh
HiITPHUMYBATR
IporpaMHe Ta iHie
3a0e3neueHHS CUCTEM
YIIpaBliHHA OazamMu
TAHAX

B3.31. Kpurepii abo nmokassuxu
IPOJYKTHRHOCTI Ta JOCTYITHOCTI
CHCTEM

B3.32. Teopis 6a3 naunx

B3.V1. Pobutn 3anuty Ta
PO3pOOIIATH aIrOPUTMHU IJIS
aHaIi3y CTPYKTYpP JaHHX

B3.Y2. [IpoBoauTst MOHITOPHHT
NOKa3HMKIB a0 iHAUKATOPIB
IIPOAYKTHBHOCTI Ta MOCTYITHOCTI
CUCTEMH
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Tpynosi pynxmii

IIpeamern i 3aco6u mpaui
(oOnamHAHHSL,
YCTAaTKYBAaHHA, MaTepiaan,
NPOAYKTH, IHCTPYMEHTH)

Hpodeciitni
KOMIIETEHTHOCTI (3a
TPYJOBOIO Ji€i0 a6o

rpynolo TpyaoBHX Jiif)

3HanHs

YMiHHA Ta HABHYKH

B4. 3xaTHicT
BIIPOBAKYBATH
CTaHJapTH YIPABJIIHHS
JaHUMH, BUMOTH i
crierdikamii

B4.31. Cranmapru Ge3nexu
(3aXUCTY) MEPCOHATBHUX JaHUX
B4.32. Crannaptu Gesnexu
(3aXMCTy) IEPCOHATLHIUX JAHUX ¥
cdepl mIaTiKHUX KapT

B4.33. Crangapru 6e3nexu
(3axucry) MeguuHuX
NEPCOHANBHUX JAHUX

B4.34. CyuacHi Ta nepcrneKTHBHI
3acobu mudpypaHug (cucreMa
wmdpyBaHHS CTOBNUIB 1 TabnuLb,
wudpyBaHHas ¢aitnis i AUcKiB) y
Gazax mauux (BOymgoBaHi GpyuKIiil
YIPaBIIHHES KpUnTorpadidaimm
KJTFOUaMH )

B4.¥1. 3actocoByBaT
CIIBIPALIO 3 IHITUMU
OpTraHi3amsIMu

I'. O6cnyroByBanns,
BCTaHOBJIEHHS Ta
OHOBJICHHA
CHCTEM/CEepBEPIB

ITpotoxosiu, crasnapTu Ta
cepTU(iKaTy BiqIIOBITHOTO
CHIPSIMYBAHHS;
KOMII'IOTEPHE, HPOrpaMHe Ta
1HLIE TeXHIKO-TEXHONIOrTYHE
3a0e3neueHHs;

olepauifHi Ta IHILi CHCTEMH;
IHTepIpeTOBaHi Ta
KOMIIIBOBaHI KOMII IOTEPHI
MOBH,

KOMIT KOTEPHI aJITOPUTMH,
AITOPUTMH IIHQPYBAHHS;
0a3u JaHux,

I'l. 3naruicte
IPOBOIMTYU NEPIOAUIHE
00CITyroByBaHHs
CHCTEMH Ta Mepexi

I'1.31. Tunwu Ta nepioanuicTs
TUIAHOBOI MIATPUMKH aapaTHOro
3abe3neyeH s

I'1.32. Onepariiini cucremMu
cepBepa Ta KIIeHTa

I'1.33. CopoMOXHOCTI NPUKIaHAX
porpaM ynpaJiiHHSA MEPEKEBUM
00TagHaHHAM (MapLIPy TH3aTOPH,
KOMYTaTOpH, MOCTH, CEPBEPH,
3aco0u nepedaHH i BIANOBiAHE
TEXHIYHE 0ONMa HAHHS)

I'1.34. Metoau ynpasininns
MEPEXEBUM JOCTYIIOM,

I'1.¥1. Bunpasnsartu ¢i3udHl Ta
TeXHIUH1 IpobiemMu, 1o
BIUTHBAIOTH Ha poOOTY
CHCTEMH/cepBepa

I'1.¥Y2. BigHosmoBatu
cHCTeMu/cepBepy micns
BUABIEHOTO 36010 (IIporpamHe
3abe3NeueHHs A9 BiTHOBICHHS,
BIAMOBOCTIMKI KI4CTEpH,
NyOIIOBaHHS/ «3ePKATIOBAHHS )
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Tpyrosi ¢yrmit

Ilpeamern i 3aco0un npaui
(oOnagnanus,
yCTaTKyBaHHs, MaTepiaau,
NPOAYKTH, IHCTPYMEHTH)

IIpodeciiini
KOMIIETEHTHOCTI (3a
TPYAOBOK Ji€o a0

rpyno TPyAOBHX Jiii)

3nanpna

YMinHdA Ta HAaBHYKY

MpHJIAAH TA IHCTPYMEHTH ISt
OOCITYroBYBaHHA,
BCTAHOBJICHHS T4 OHOBJICHHS
CHCTEM/CEPBEPIB

IISHTH(IKALEI0 Ta JOCTYIOM
(inpacTpyxTypa BiIKpHTHX
KJIFOYiB, aBTeHTH(]iKaLig 00’ €KTiB,
BIAKpUTI ifeHTH}iKaTOPH, MOBA
PO3MITKH IS KOHTPOIIIO
3axXMIIECHOCTI, MOBA PO3MITKH AJs
Ha/laHHA IIOCTYT)

I'1.35. Konnenuii apxitekrypu
Oe3IeKH MepeKi, BKIFOUHO 3
TOIIOJIOTIEI0, TIPOTOKOIAMH,
KOMITOHEHTAMH | NPUHIANIAMH
(MpuKIagHa CUCTEMa
€ILIETIOHOBAHOTO 3aXUCTY)

I'2. 3narHicTh
BUpiLIYyBaTH IPOOIEMH 3
anapaTHUM/TIPOrPaMHUM
iHTEpdeiicoM Ta
npobaeMu CyMICHOCTI

I'2.31. [aTepdeiicn npuxiaaHux
Oporpam Ijist AOCTYILY A0 JaHuX
(«Java Database Connectivity»
[JDBC))

I'2.32. Meronu ynpaBiiHHS

U (QPOBHMH MTpaBaMu

I'2.Y¥1. Bcranosnwearu 1a
DIATPUMYBATH aBTOMATH30BaH1
OL(IHKK KOHTPOJIB Oe3meKH

A. iarHocTyBanus
HECIIpaBHOTO
anaparHoro
3abe3neeHHs
cucTeMH/cepBepa

Iporoxonn, crapaapTu 1a
CEePTH(IKATH BIIMOBIZHOTO
CIIpAMY BAHHS;

KOMII'IOTEpHE, IPOrpaMHe Ta
{HIIE TEXHIKO-TEXHOIOrYHe
3a0e3nedeHHs;

Onepailiifti Ta IHUI CHCTEMMU;
HpHIAAH Ta IHCTPYMEHTH AN
IiarHOCTYBAHHS Ta PEMOHTY

J1. 3maTHicTh
JiarHOCTYBATH
HECIIpaBHE arapaTHe
3abe3neyeHHs
CHCTeMH/cepBepa

JI1.31. [HCTpyMEHTH KOMaHIAHOTO
pAAKa onepalifHol cHCTeMu

HA1.Y1. Buxopucrorysaru

KOMaHIHUH PAIOK OneparitHux

cucreM (ipconfig, netstat, dir,
nbtstat)

J1.¥2. larepnperysaru
1HbopMaito, 316pany
MEPEKEBUMH IHCTPYMEHTaMH
(nslookup, ping, Ta traceroute)
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Tpynori dysxuii

IIpeamern i 3aco6u npaui
(obnagnanus,
YCeTaTKyBaHHA, MaTepiaiu,
HIPOXYKTH, IHCTPYMEHTH)

TIpodeciiini
KOMIIETEHTHOCTI (32
TPYA0BO}0 Aicio a6o

rpynox TPyAOBMX Aiif)

3nanun

YMinHA Ta HABUYKH

HECIIPABHOTO alapaTHOro
3a0e3neYeHHs
CHCTeMH/cepBepa

E. Koopauuanis
JISUTBHOCTI 3
anMIHICTpyBaHHS
MEepex 1 cucteM

Tocanosi iHCTPYKIIiT Ha
TI0Ca/IM TIPaIliBHUKIB,
3aliHATHX aAMIHICTPYBaHHAM
CHCTEM i MEPEX;
KepIBHULTBA, iHCTPYKII] Ta
IHII HOPMATHBHI aKTH
poboTomasus, Axi
3aCTOCOBYIOTHCSA J1isl
oprasizanii Ta KoopaHBaii
JiSNBHOCTI 3 po3polIIeHHS
CHCTEM 3aXHCTY iHpOpMaNil;
HOPMATHBHI aKTH
poOOTOABIA 3 THTAHB
B3a€MOJI{ 3 KepiBHHUTBOM,
TEXHONOTIYHUMH Ta IHLIAMH
MiAPO3ALIaMH
NiAIMPUEMCTBA/OpraHizamii
IO/ AAMIHICTPYBaHHS
CHUCTEM 1 MEpex;

CTPYKTypa
TILATIPHEMCTBA/OpraHi3ariii;
IIONIOXKEHHS IPO CTPYKTYPHI
i Apo3Iimu

T IPHEMCTRA/OprasizarLii;
TIOPSIOK 1 TUIIOBI BUMOI'H JI0

E1. 3natHicts
HaNlalllTOBYBaTH Ta
ONTHMI30BYBaTH
MEPEKEB]
KOHLEHTPATOPH,
MapuIpyTH3aTOPH Ta
KOMYTaTOpH

E1.31. Besneky BipryansHux
npusaTHuX Mepex (VPN)

E1.32. Pi3ni TN Mepex 383Ky
(LAN, WAN, MAN, WLAN,
WWAN)

E1.Y1. Hanawrosyraru
MaplIpyTH TOKAILHOT
Mepexi/TobansHoT Mepexi
opranizargii

E1.V2. IIpoBoauTH MOHITOPHHT
NIOTOKIB Tpadiky, 1o MpoXoasTh
Kp13b MEPEXY

E2. 3narnicTs
JiarHOCTYBaTH MpobsemMu
NiIKTIOYEHHA 10 MEpeXxi

E2.31. MepexeBi npoToKoJIH, TaKi
sx TCP/IP, nunamiune
KOH(IrypyBaHHS By3JIiB, CHCTEMH
nomerrux imen (DNS) 1 nocayrs,
o Haxaotbes Cryxboto
KaTasoris

E2.¥1. JliarHocTyBatu
NpoOieM¥ 3 MiJKIIOYEHHSIM

E3. 3naruicTs TecTyBaTH
Ta MiATPUMYBATH
MEpEKERY
iHgpacTpykTypy,
BKIIIOYHO 3 [TPOrPaMHUM
Ta anapaTHUM
3a0e3neYeHHAM

E3.31. Mertoau BUKOpHCTaHHS
IPOLERYpP aHaTi3y Mepexi Iis
BHM3HAYECHHS BPa3NUBOCTER

E3.V1. [IpoBoautu mpoueaypH
CKaHyBaHHA Bpa3/UBOCTEH i
PO3ITi3HABAHHS BPA3IHBOCTEH y
cucTemax Oesnexku

E4. 3paruicts nagasaTa
peKoMeH Jauii 3
Kibepbesnexu
KEPiBHUUTBY Ha OCHOBI

¥4.31. Kibepaarposn Ta
BPa3INBOCTI

E4.32. Koukpetni onepaiiiisi
HaCHIAKY Y Pe3yNbTaTi IOMUIIOK

E4.Y1. Po3pobastn Ta
3aCTOCOBYBATH 3acobu
KOHTPOIIIO JOCTYILY B CHCTEMAX
besnexu
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ITpeamern i 3aco6m npaui
(o61agHAHHS,

Ilpodeciiini
KOMIIeTeHTHOCTI (32

Tpynosi ¢pysxuil . . 3nanua YMiuHS TA HABHYKH
YCTaTKYBAHHS, MaTepiaj, | TPYA0BOIO Ticio aGo
NPOAYKTH, iHCTPYMEHTH) | IPYOI0 TPYAOBHX iii)
TTPOBEIECHHS 3HAYHUX 3arpo3s i Kibepbe3neku E4.¥2. Ouinka 3aco6iB

JUTOBUX/KOMEPIITHUX
MEPEMOBUH;

IIOPAZOK po3pobiIeHHs Ta
BUKOHAHHS JOTOBIpHUX poOiT
JUIs 30BHIILIHIX MTAPTHEPIB

Bpa3IuBOCTEH

KOHTPOJIO O€3MeKH Ha OCHOBI
HIPUHIHIIB | JOKTPHH
Kibepbesnexn (cranmaptu «CIS
CSC», NIST SP 800-53, Kepipni
[IPHHIMIY KiGepOe3neku)
E4.Y3. Buspniaty BpaziuBoCTi B
3aXMINEHNX CHCTEMAX
(ckaHyBaHHA Bpa3IUBOCTEH i
nepeBipKa BiIOBIAHOCTI)
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7. Jlani moao po3po6iieHHs Ta 3aTBePIKEHHs NPOQeCciHHOro CTAaHAAPTY
7.1. Po3po6HuK npogeciiHOro CraHaapry
JepxaBHa coyx0a crelianbHoro 38° 43Ky Ta 3aXHCTy iHQopManii YKpaiH.

Ckiag po6o4oi rpynu:

I0nin Ounekciit FOpiiioBu4, kepiBHUK po6o9Oi IpynH, HEPIUMH 3aCTYITHUK
HadanpHUKAa  Jlep)KaHOro  HAyKOBO-JOCHIZHOTO  IHCTHTYTY  TEXHOJOTIH
KibepOe3neku Ta 3aXucTy iHdopMali;

bedmranbko Bitanik MuxaiiioBHY, TOJOBHHH CHEmialgicT 5 BLIILIY
HenapramenTy Kibepzaxucty AnMiHicTpamii Jlep)xcnenss’ 13Ky;

JaBuaenko Axaromniii MHKo/Iai0BHY, NPOBIIHUI HAYKOBUIl CITIBPOOITHUK
Iucturyry npobnem MonemoBanHa B enepreruui im. I'.€. Ilyxosa HauionaisHol
akazemli Hayk Ykpainu;

HaBumiok Amnapiii  BikTopoBH4, 3acTynmHHK HavyalpHHKa | BIIIULY
4 ynipaBmHHS JlepkaBHOro LUeHTPY Kibep3axucty JepKcren3B’ a3Ky;

Kunin Aprem BikTopoBu4, HauanbHuK 6 ynpagiiHHg [{epxaBHOro HeHTPY
Kibep3axucry Jlepxcrenss’3ky;

IBanuenxo Irop CepriiioBuy, noueHt kadpeapu Oesnexu 1HGOpMaidHNX
TEXHOJIOTIH HauioHanpHOro aBialliiHOTO YHIBEPCHUTETY;

Kopneiixo Onexcanap BacuaboBu4, 3aBigyBay KadeApu iHGOpMAIIHHUX
TEXHOIIOTH Ta KibepOesneku HapuansHo-HayKoBoro 1HCTUTYTY Ne 1 HanioHansHO{
akazieMil BHyTPIHIHIX;

Ma3syp Harana BoJjoaumMupiBHa, 3aBigyroda BIIIIJIOM OpraHi3ailiiiHo-
npasoBoi po6otu IIpodeninku npauiBHUKIB 3B’ 43Ky YKpaiHH (3a 3r0/1010);

Hacioyanina Onbra CepriiBHa, KepiBHUK HalpsiMKy 3 PO3BHTKY
npodeciitnux HaBudok 3 kibepbesnexu IIpoexty USAID «KiGepbesneka
KPHTHYHO BaXJIMBOI iIHPpacTpyKTypH Y KpaiHuy;

Hepapa Jlinis MmnxalniBHa, KepiBHUK HaBYadbHO-METOAUYHOTO ILIEHTPY,
rosiosa mnpodeninkoBoi oprauizaumii ['pomanacekoi opranizamii «YkpaiHChKa
akazieMis kibepOe3mnexn»;

Onipcokuii IBan Pomanosu4, npodecop kadempm 3axucry iHdopmarii
HarnioHansHoro yHiBepeurteTy «JIbBIBCHKA NOMITEXHIKAY,

ITaBsaenko BosoauMup AnaroniiioBuy, TUPEKTOP rpoOMaZChbKOI OpraHizamii
«['noGansHUM HEHTp B3aeMOJIIT B KIGeprpocTopi»;

ITasiox Anapiii BanepiiioBuu, Bine-mpesuaeHr I'pomancekoi oprasisauii
«YKpaiHCbKa aKafieMis kibepOe3nexmn»;

IIpockypoBcbkuii Poman BacunboBMY, 3aCTyNHHMK KepiBHMKa LieHTpy
ki0ep3axucty HamoHansHoro 6aHKy Ykpaium,

Cenepinop  Ouexcanap BacuwiaboBuu, joueHt Kadeapu  Oesnexu
iHbopMawifHUX ~ TeXHonorid  XapKiBCBKMH  HAI[IOHATBHHH  YHIBEPCHTET
pamloeNneKTPOHIKH;

®ininoBa Ojabra BajieHTHHIBHA, KOMEpHIHHHA AHPEKTOP KOMIIaHii
SAYCOM;
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Xapuenko B’siuecnap CepriiioBnu, 3aBinyBad Kadeapud KOMIIIOTEPHUX
cucTeM, Mepex i KibepOesnexd HalioHanbHOIO aepOKOCMIYHOIO YHIBEPCHUTETY
iM. M. JXXyKoBCBKOTO;

IMona Banepii MuxonaiioBu4, npe3uaeHT IIpuBaTHOro HaB4albHOIO
3aknany «MbxkrapoaHa Kibep Axagemis»;

HITomMmnean TersiHa MuxogaaiBHa, Bille-TIpE3UJICHT KOMIIaHii
TECHEXPERT, kepiBHUK HaBYaJIEHOrO NeHTpYy «Mepexki TeXHOIOT1i».

7.2. Cy0’ekT nepeBipku npodeciitHoro cranaapry
HanioHanbHe areHTCTBO KBajiQikallii.

7.3. Jlara 3aTBepAKeHHs NpodeciiiHOro CTaHaAaApTY

i{_.mmm%& 2022 poxy.

7.4. PexoMengoBana JaTra HACTYNHOro mneperiasay npogeciiinoro
CcTaHaapTy

1K st H %gg 2027 poky.

3acTynHMK I '0n0BH [[epxcnenss’ 13Ky,

KepiBHHK KOMILUIEKCHOI pobouoi rpynu

3 po3pobxu npodeciiftHuX CTaHIapTiB ;

OpuranHuii reHepan Ounexcanzp [TOTIH



